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Abstract—Recently Zhang et al. proposed a hierarchical
identity-based encryption scheme which is the first efficient
scheme where both ciphertexts and private keys achieve
O(1)size, and is the best trade-off between private key size
and ciphertext size at present. However, in this paper, it will
be pointed out that their scheme exists an ambiguity or
shortcoming which makes their scheme be insecure or non
identity-based. Then, in order to overcome this problem, an
improved hierarchical identity based encryption scheme is
proposed with the same efficiency with Zhang et al.’s
scheme (the private keys and ciphertexts of O(1)size). And,
the security proof of the improved scheme also is given in
the selective-identity model.

Index Terms—HIBE, selective-identity model, identity-based
encryption, security analysis, constant size

1. INTRODUCTION

In a basic ID-based encryption (IBE) proposed by
Shamir[1], there is a single trusted server, private key
generator (PKGQG), responsible for computing the private
key of each user based on his public key. However, using
a single PKG is not practical in large scale, so Gentry-
Silverberg [2] extended ID-based encryption to
hierarchical ID-based encryption (HIBE). The notion of
the hierarchical ID-based encryption reduces the
workload of the root PKG by delegating the private key
generation task to lower level entities, i.e., PKGs who
have already obtained their private keys. Due to the
hierarchical property of HIBE, it is applied in many areas
where there are hierarchical administrative issues, such as
large companies or e-government systems. Recently
HIBE also are applied to Health Record System [3] and
cloud computing [4].

Manuscript received September 27, 2012; revised June, 2013;
accepted July, 2013
Corresponding author: Xiaoming Hu (xmhu@sspu.cn).

©2013 ACADEMY PUBLISHER
doi:10.4304/jsw.8.7.1613-1619

From the first introduction of Gentry-Silverberg,
many works have been done on HIBE and many HIBE
schemes were proposed [5-17]. However, Zhang et al. [13]
pointed out that all previous these schemes have the
common drawback that the private key or the cipher text
depends on the hierarchy or the maximum hierarchy. In
order to overcome the drawback, Zhang et al. recently
(2012) proposed a new HIBE scheme based on pairings
[18] that ciphertext size as well as the private-key size is
independent of the hierarchy depth, which is the first
scheme whose private keys and ciphertexts achieve O(1)-
size. However, in this paper, we will point out that Zhang
et al.’s scheme exists a shortcoming which makes their
scheme be insecure or non based on identity. In order to
solve this problem, we propose an improved scheme
which can overcome the drawback with almost the same
efficiency that the private key and the ciphertext size are
independent of the hierarchy depth.

II. PRELIMINARIES

A. Blinear Map

Let G and G; be a cyclic addictive group and a cyclic
multiplicative group with prime order P respectively, €
be a mapping: G x G — G; which satisfies the
following three propertied:

(1) Bilinear: for all U,V € Ganda,b € Z,

e(u?,v®)=e(u,v)®.

(2) Non-degeneracy: €(Q,Q) # 1.

(3) Computability: for allu,V € G, there exists an

efficient algorithm to compute €(U, V).

B. Hierarchical Identity-Based Encryption (HIBE)

In the subsection, we will show the concept of an
HIBE scheme. Based on the [6], a | -level HIBE consists
of four algorithms: Setup, Key generation, Encryption

and Decryption, where | denotes the maximum level of
an HIBE.
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Setup: Input a security parameter K , and return the
public system parameters params and the secrete master
key msk which only is known by the private key
generator (PKG).

Key generation: Input a K -level identity 1D =(Vv,,...,
Vi )(1<k <I) and the private key of K -1 level identity,
and return a private key d, of identity ID . Ifk =1, then
the private key of 1D is generated by PKG; If K >1, then
the private key of ID is generated by PKG;. using the
private key of K -1 lever identity.

Encryption: Input an | -lever identity
message M |, return a ciphertext C .

Decryption: Input a ciphertext C and the private key
of 1 -lever identity ID , return the plaintext message
M or bad.

ID and a

III. REVIEW AND SECURITY ANALYSIS OF ZHANG ET AT.’S
HIBE

A. ZHANG ET AT’s Scheme

In the subsection, we will simply review Zhang et al.
HIBE scheme [13]. Their scheme consists of four
algorithms: Setup algorithm, Key Generation algorithm,
Encryption algorithm and Decryption algorithm. Assume
that  is random generator of group G with prime
order P, and | is the maximum length of HIBE.

Setup algorithm: Chose randomly g, € G andx , 7, ,
Qiy rees O s By s P sves P € Zy with 1< Set
PK={g,0,=0“,0, }as the public key, §, as the
master key, and MSK, ={@;,, @}, ,.... %in» Piys Piy -
ﬂin tas the shared master key for PKG. at hlerarchy
depth 1.

Key generation algorithm:

For the first level ID =( Vv, ) where V, =(V,, ..

n )V €{0,1}. PKG plcks randomly re Z and sets
(d =gsh/ ,d,=g")as ID s private key, where

n>

Vl] 1V1]
B
A j
1| (hl(l 1))

For the K -th level ID=(V,,...,V,) (K <|)whereV, =
(Vipseoos Vi 1LV ij € {0,1}. PKG; can use the private key

a k-1 '
dID :(do: 9, (H. 1h|n) »dl :gr)
of K -1 th level ID to generate the K -th’s private key

o =(d,, d)=(dyhy, . d)=(g5 ([T, h)"> 9"

where

and ;=0 (I<i<n).

VK ﬂ'i Vi
J

1 ak
hkO dl’ ki (hk(] 1)) : >

" oYk ﬂl Vi

hknig i=1 ki
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Encryption algorithm: The ciphertext on the message
M is
C=(C,.C,.C)
k
:( M ’ e(gla gz)s ’ gs’ (Hi:I hin)s)’
where S €p Z )

Decryption algorithm: The plaintext can be recovered
with the private key d,, =( do , d1 ) as follows:

e(d,.C,)

-C, .
e(d,,C,)

B. Security Analysis

In the subsection, we will show the severe security
weakness in the Zhang et al.’s scheme.

From Zhang et al.’s scheme described above, we can
find that they didn’t point out that where does the
parameter N, come from and who computes the
h,, (1<i <K )? In order to describe conveniently, in this
section, we denote hy, for allh, (1<i<K). By analyzing
Zhang et al.’s scheme, it can be derived that hin 1S
generated by the encryption user or PKG;. However, we
will point out whoever generates hin (the encryption user
or PKGj) will make their scheme loss of security or
identity-based. Next is the details.

(1) Suppose the encryption user computes hin. Then,
the user will compute hin for every encryption operation
on chosen ID, =(V,,V,,..., V,). In this case, in order to
compute

Vii 1-vijj
h =g A
in~ 9
in

(1<i<k),

the encryptlon user must first obtain ¢;; i and ﬂu (<i<k,
1< J <N). This is very dangerous, because from Zhang et
al’s scheme we know that &;; and ,BU are the shared
master keys that only are known by PKG;, and are used
to generate the private key for i (1<i <) level identity.
Once &;; and ﬂlJ (1<i<k, 1< J<n) are exposed to the
encryption user, he/she can use the ¢;; and 3 (1< < k
IS J<n) with a known private key d,, = ( d
gs(I1", h,)",d, =g " )on the identity 1D —(V1 Ny e,
v, )(1<m<K ).in advance to compute the master key

0¢ (=a, /"

Note it is not hard for the encryption user to get a
private keyd,, , because any one PKG ,, (I<m<K).can
obtain thed, from the upper level PKG, then PKG , can
collude with the encryption user or the malicious user can
directly request to PKG, for a private key d . With the
master key g;’ , the encryption user can decrypt any
cipher text. So, N, can’t be computed by the encryption
user otherwise Zhang et al.’s scheme is insecure.
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(2) Suppose every level PKG; computes hin on
the ID, = (V,, V,,..., V, ) respectively. In this case, all
PKG; ﬁrst use the shared master key «;; and ﬂ“
(1< J<Nn) to compute hm, then publish 1t publicly.
According to the encryption process of Zhang et al.’s
scheme C = (M -e(g,,9,)°.9°, (IT, . )°*). the
encryption user can directly use only the published h
and ( 0,,0,) to generate the cipher text C =
(M -e(g,,9,)°.0° (H h..)*) on the message M
without needing to know the identity ID, = (v,,v,....,
V, ). In this case, the encryption user can’t know which
identity is the real identity ID, used to generate the
ciphertext C = (C,, C,,C,). Thus, a malicious enemy
can issue that . ’s corresponding identity is ID, (# ID, ,
the malicious enemy know the private key of |D;) not
ID, because there is not any banding between
h,, and ID, . Thus, the encryption user generates a
ciphertext C =(C,,C,, C,) on the uncorrect identity
ID, (+ ID, ), but he/she believe that C is on 1D, .

Thus, the malicious enemy can decrypt the ciphertext
C with the private key of ID, . This problem is very
severe. The main reason is because that the encryption
process of Zhang et al.’ scheme don’t need to use
decryption user’s identity ID, , so the encryption user
can’t distinguish the real identity from the parameter hm s
unless every level PKG; makes a certification that binds
the identity V; and corresponding parameter hin or the
encryption user timely access every level PKG; to get the
real hin corresponding with V, of an identity when he/she
make a encryption operation. Both of them all are not a
good idea. For one method, the encryption user must get
the certification to verify N, ’s authenticity before the
encryption user encrypt, which make the identity based
scheme change into traditional certification based scheme
which is in the contradict with the paper’s goal. For two
method, PKG; will compute N, for every different
identity V; (1< 1 <K ) of any height identity 1D,
(1<k <) and all level PKG must be online to support the
hin access operation from every encryption user, it will
largely increase the cost and also is in the contradict with
identity based scheme where encryption user can directly
use the decryption user’s identity information as the
public key without accessing PKI or others. So, PKG;
also can’t compute N, otherwise Zhang et al.’s scheme is
non identity based.

IV. IMPROVED SCHEME

A. Our Scheme

In order to solve the previous problem, we propose an
improved scheme of Zhanget al.’s HIBE [13]. It consists
of four phases. In order to compare easily, we use the
same symbols with Zhang et al’s scheme.

©2013 ACADEMY PUBLISHER
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Setup Phase: Let G be a group generated by (

whose order is a prime P, and | be the max height of
HIBE and N be the bit number of every identity. Pick
randomly @ € Z,, 9, € G, and setg, =g“.
Choose randomly A, , &, Qi e Qs Piys Bigseeos
Bn€Z,. setc =g", a“:g“", a,= 9" ,...,
a,=9" b, = gb b, =9 ,....b, =g"™ where
1<i<l .Then g, is the master key that only is
known by the root PKG. At the (i-1)" level, PKGi.,

is given the share master key (4, & ,... @

B

in >

B.,) (1=i<l). The public parameters are

PK:{g>_gl’gzﬁ Cl""7cl’ a‘il a‘ln’b ’bin}’
where 1<i<I.
g.9,.9,,¢C,....C,,
Qpseens Ay 5 0y e 0y, 1< <

Figure 1. public parameters

Key Generation Phase: Assumed that ID, =( Vv, ,
Vs VOAS K < Dwith Vi = (VL Vi s Vi)
(1<i<K)is the identity for which the private key is
required, where V; €{0,1}(1< J <Nn), then the
private key for ID, is generated by the following steps:
(1) Define a function

h,=CI17 a;'b; ", where 1<i<I.
(2) Choose I €, Z p » and computer the private
keydID (do, d ) for identity ID, :

do=05 (IT, ¢ (1T, &by ) = g5 (1T, h,)"

d=g".
The private key d,5 = (d,.d,) of ID, also can be

computed by PKGi, usmg the private key dlD =(d,,
d = (92 (Hk 1h ) ,0 ) and the shared master key

(ﬁk, Oy senns Oy ,ﬂkl yeees P ) Of the parent (K -1)
level ID, , :
(1) Define a function

T(v) =21 (Vv + B3(1-V,)), where 1<i<l.

(2) Compute d1=d£,
LAV N
do=d,-(d)™ -(d) )
_ ga( k-1 h )r . grlk rZ% (agVig +bg (1-vig)) _
2 i=1 "lin

a k 1 r (A +(ay Vi +eet A Vi b 1=V )+ b (1= )
95 (IS )" - g e T

=95 (I hy)" - - TTT (@b, ™)'
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:g;( k 1hln) (Ck HT l(a‘kklbl e ))r
:gg( rll hln) (hkn) _gz (H in)r

Then, dle =(d,,d,) is the private key of ID, .
d0: g;(HLl hin)r
d=g", 1<k<l

Figure 2. Private Key of kth lever

Encryption Phase: Assumed that M is a message
which the encryption is required and ID, = (v, ,
V..., Vias k <I) is the identity. The cipher text of
M on the identity ID, is generated as follow: pick
randomly S € Z ;, and compute

C=C,.C,.C,)
~(M -e(9,,9,)°.9°. (I ¢, - TT°_ (&b "))*)
=(M -e(9,,9,)°.9°, T, hy)*).

M ‘9(91,92)5,95,(1_[:(:1 hin)s,likfl

Figure 3. ciphertext for kth lever

Decryption Phase: After getting a cipher text C =
(C,.C,,C,) for identity ID, and message M , the
plain text M can be recovered by using the private

keydS=(d,, d,)of ID, :

_C L 8diC) g s _e(g" (T hy)®)
M=Cy s@cy =M -€(9:.9.) e(95 (I hin)"-9%)
M. s e(g".dI hiy)*)

M-e(9:.9,) e(95,0>)e(1l, hy)",0%)

M e(9,,0,)" ;-
C e(dl’CZ)
0
e(d,,C,)

Figure 4. Decryption Equation

So, (C,,C,,C,) is a correctness cipher text.

B. Security Analysis

In this section, we show that the scheme constructed in
the previous subsection is secure in the selective-identity
model.

Theorem 1. Assuming that the (& ,1)-.decisional N +1-
BDHE assumption holds in G , the proposed HIBE
scheme is ( &, t , Qg )secure in the selective-identity
model, where (¢ is the number of the private key
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generation queries ,t = t+ O(7lQ.), and 7 is the time
for an exponentiation in G .

Proof. We prove that if there exists a successful
(€ ,t' ,0g) — adversary A against our scheme, then we
can construct an algorithm B that solves the decisional
N +1-BDHE problem in time at mostt with probability
at least £ .This is contradicting with the ( & , 1 )~
.decisional N +1-BDHE assumption.

The algorithm B is given a random instance (J,Y,,
Yiseos Yoo Yoenseeos Yonea s T ) of the decisional N +1-
BDHE problem, where J € G is a generator of group
G and a, cezp,yI g“ (1Igi<nor n+2< j <
2n+2)and Y,=Q°. B’s goal is to output 1 if

T —e0.9" *

or output 0. To do so, B must be able to simulate a
challenger for A, and such a simulation can be created by
the following way.

(1) Initiation Phase The adversary A outputs an
identity ID =( v1 SVs V) (1< k < 1)ywith v,
= v,1 VA 0 and v; €{0,13(=i <k,
1I<j<n )whlch he want to attack

(2) Setup Phase: B chooses randomly HELZ,

set §,=0“=Yy,andg,=Y,0"= ge - Then p1ck
randomly ﬂ’l’all’aIZ’ - Qi Pin » ﬂIZ’ ﬁln Ezp’
set a =0 ”_yaIl =g .z_ya.z s B =07 =
by =gl Sy b, =gl oyl

b_ =g in _ yﬂin

C =gy ) ey =i 1= ) _ =y ’,LI(—aijvﬁ—ﬂi,—<17vi’}))gAi ’
wherel<i<|. Note we can extend the k 1evels of ID,
tol levels if need. Then the master key is (5 that is not
known to B, and the share master key in the i™ level
is (A, %,y ,... %y B s Pis s Biy) that is

known to B. The public parameters PK ={J,0J,,0,,
o Cp sy seees @y 5 0y 5000, 0, 1 is send to A, where
1<i<l.

(3) Query Phasel: In this phase, A is allowed to make
(g private key queries. Assuming that ID, = (V,,
Vy,..., V)(1<k <) is the identity that A submits to
ask for the private key, and the restriction is ID, is
not |D or a prefix of |D Assumlng that I is the
smallest index that Vi # V, (1< i < k ), namely
v, =V1*, - Vi VI , - B answers the query in the
following way.

(1) Define two functions

F(Vm):zl}:l( amj mj ﬂmj(l ij))+
zn l(amj mj +ﬂmj(1_vmj))



JOURNAL OF SOFTWARE, VOL. 8§, NO. 7, JULY 2013

= zrj]:l (amj (ij - V;j )+ ﬂmj (I- Vi

N =y - g™
It is obvious that for all 1< X <i-1, F(v,)=F(V,)=

zrjlzl (@ (V:nj - V;;j )+ ﬂmj (1- V:nj -(1- V:nj ))) =0.

o) g7

So, h,, g =g™.

2)B ﬁrst generate the private key of ID;= (v,,V,,...,
V;). Choose randomly I' € Z , then the private key
of ID,; is simulated as

d:D:(dO’dl)(gg(Hij:l hjn)regr),

~(1=vy)).

, where 1I<sm <Kk .

where =T - d:D can be computed correctly

o
because:
dy=g5 (ITj_ hy,)"
= Yo ¥i T2 ) - by
=YY T ) - (v g™y
— YT ) (g (y””gl')‘*c'e
Your Vi (N1 h) (v 9™)" (y7™) ”V”(g ) T
Yo VAT ) (9 ™) v, (g™ )7
y (T h,n) (yFUghy (gh) T
=y ( ,lh,nyf(v CION(ZA R (yn) R
=y (T} h;.9 ")r(y“”g ) (y,)
Sy g TR (y,) T =
yr (T 9™ (T ya) T (yEgA Y (y,)

i
TR

)]

d-g"-g" -g'g -g" -y, @

It is obvious that all expression in (1) and (2) are
known to B. So, B can compute the private key of ID;.
Using the private key d,D of |DI , B can generate the
private key of ID, . So, B can simulate perfectly.

(4) Challenge Phase: After the phasel, A outputs two
equal length messages M, and M, € G which he
want to challenge. B picks randomly b € {0,1} and
generates the cipher text C'=(C,,C;,C,) of M, in

the identity |D: =( Vl* ,V; ,...,V: )as follows:

Co=M,Te(y!,y,). C;=Y,. Co=yor.
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IfT = e(g,g)gaMc , thenC "is a valid challenged cipher
text of M, with 1D, . Because F(V,,) =0 (Ism<Kk)
and

Co=M,Te(y,y,)=M,e(9.9)*" "e(g™.g°)
=M.e(y,.y,) e(g*,y) =M.e(y,g“,y,)"°
:Mbe(gz’gl)c

C/=Y,=0°
C;:yZJ:llj:(gll+ﬂz+m+ﬂk)C:(gllgﬂz...gﬂk)c
:(vai‘) F(vi)__ F(vmg gzz___gak)c
(yF(vl)gAyF(vng “ku(v:)gﬂk)c

:(hlnh2n"'hkn)c :(szl hjn)c

Else, if T is a random element of G , the cipher text will
give no information about M pto A
(5) Query Phase2: A continues to issue queries as in
Phase 1 and B responds as be before.
(6) Guess: Finally, A outputs a guess b e {0,1}. If
b=b' , B outputs 1 as the solution to 1the decisional N +1-
BDHE problem, namely T =e(g,g)9°‘n+ °, else B outputs 0,
namely T is a random element of G .
Probability Analysis: When the input (g, Y,, Y,,.--, ¥, »
Yiig seees Yonua s 1) 18 sarlnpled from decisional n +1-
BDHE (where T =e(g,9)*" ) then A’s view is identical
to its view in a real attack game and therefore A must
have | Pr[b = b ] = 1/2] > & . On the other hand, when the
input (G, Yoo Yioeo Yoo Yoer oo Yonoo » T ) S
sampled from decisional N +1-BDHE (where T is uniform
in G ) then Pr[b =b ] = 1/2. Therefore, B can solve the
decisional N +1-BDHE problem with probability & .

Time Complexity: The time complexity of algorithm
B is dominated by exponentiation in G in the private key
generation queries. Each such query requires O(l)
exponentiations in G . Assuming that 7 is the maximum
time of an exponentiation inG . Since A makes at most
0y private key queries, sot =t+O(dq ).

C. Efficiency Analysis

For simplicity, we use the same comparison items with
[13], and only draw the comparison result with [13].

TABLE L.
COMPARISON OF EFFICIENCY
Scheme Ciphertext size |pk size PK size
[13] o) o(l) 0(k)
Our scheme O(l) O(l) O(nk)
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From tablel of this paper and tablel of Zhang et al.’
scheme, we can see that the private key and the cipher
text in our scheme achieve O(1) size respectively, and
have less computation complexity than other any one
scheme[5-11],and have the same computation complexity
with [13]. Thought our scheme needs a little more public
parameters than [13], our scheme overcome the security
drawback of Zhang et al’s scheme.

D. Implementation

The HIBE of this paper is pairing-based scheme. So,
we can use Pairing-Based Cryptography (PBC) Library
[19] which provides routines such as elliptic curve
generation, elliptic curve arithmetic and pairing
computation to implement our HIBE scheme by choosing
suitable Tate pairing. According to PBC, a fastest pairing
only needs 11ms on a 1GHz Pentium III. In our scheme,
it only needs a pairing operation on the stage of
encryption. So, our scheme is very efficient.

V. CONCLUSION

In this paper, we review Zhang et al.’s HIBE scheme
and point out a mistake of Zhang et al.’s HIBE. Then, we
propose a new HIBE scheme which can overcome the
drawback of Zhang et al.’s HIBE with the same efficiency.
Finally, we analyze the security of the proposed scheme
and the efficiency.
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