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Abstract—Through analysis, we point out Luo et al.’s and
Sun et al's signcryption-based concurrent signature
schemes have the same defect in ambiguity and therefore the
fair exchange protocols based on their schemes are not fair.
Thus based on the notions of signcryption and concurrent
signature, a new signcryption-based concurrent signature
scheme from bilinear pairing is presented, and based on this
scheme, a new fair exchange protocol is proposed. Since we
adopt a new method to construct the new
signcryption-based concurrent signature scheme, the new
scheme redresses the flaw of Luo et al.’s and Sun et al.'s
schemes, and the fair exchange protocol based on the new
scheme is also fair. Besides, due to the new scheme's
independence of the ring signature and simplification of
encryption operations, the new scheme has the advantage of
short signatures and low computation cost. We improve Luo
et al’s definition of the security model of a
signcryption-based concurrent signature scheme and prove
the proposed scheme and protocol are secure under the
computational DiffieeHelman assumption in the random
oracle model.

Index Terms—signcryption, concurrent signature, fair
exchange protocol, ambiguity, bilinear pairing

[. INTRODUCTION

Fair exchange protocols [1-5] are mainly used to
ensure the security and fairness of online transactions and
they are very important. A good fair exchange protocol
can make both parties exchange information in a fair way,
i.e., after the completion of exchange, either each party
gets the other’s information or neither party does. Early
fair exchange protocols are usually gradual exchange
protocols [1-2], and they always take both parties many
steps to finish the exchange and are very inefficient.
Another class of fair exchange protocols [3-5] use a
trusted third party (TTP) to achieve fairness, but since
these protocols require the TTP must be fully trusted, it is
sometimes hard for us to find such a TTP. In 2004, Chen
et al. [6] introduced the notion of concurrent signature. In
a concurrent signature scheme, two signers use a piece of
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information (called keystone) to make sure their
signatures are exchanged in a fair way, i.e., before the
keystone is released by one of the signers (initial signer),
those two signatures are ambiguous, i.e., they may be
issued by either of the two signers; however, after the
keystone is released, both signatures are bound to their
signers concurrently. Concurrent signature can realize the
fair exchange of signatures without the help of a TTP and
provide a new approach for designing fair exchange
protocols without TTP.

But Susilo et al. [7] pointed out in Chen et al.’s [6]
scheme, if both users are honest, any third party can
identify who is the true signer of the ambiguous signature
even before the keystone is released. In order to
strengthen the ambiguity, [7] presented the concept of
perfect concurrent signature and gave two concrete
perfect concurrent signature schemes based on Schnorr
ring signature [8] and bilinear pairing [9-10]. However,
Wang et al. [11] pointed out the schemes in [7] are not
fair, and actually they are more favorable to the initial
signer, so Wang et al. provided two improved perfect
concurrent signature schemes. Recently, Chow et al. [12]
and Huang et al. [13] respectively developed ID-based
perfect concurrent signature schemes, and [14] proposed
a certificate-based perfect concurrent signature scheme.

However, all above concurrent signature schemes can
only be used for the exchange of signatures and can’t be
used for physical goods transactions. Li et al. [15] first
used concurrent signature [6] to design a fair exchange
protocol which can be used for digital goods transactions,
but their protocol is not fair and vulnerable to the attack
in [11]. Chen et al. [16] used the concurrent signature
scheme [11] based on Schnorr ring signature to design a
truly fair exchange protocol which can be used for digital
goods transactions. Li et al. [17] proposed an abuse-free
fair exchange protocol based on [16]. However, there is a
common defect in Chen et al.’s [16] and Li et al.’s [17]
protocols, i.e., they require the communication channel
between two parties should be secure, which greatly
limits the application scope of the protocols. Zheng [18]
first proposed the concept of signcryption which can
simultaneously fulfill the functions of digital signature
and public key encryption in a logically single step with a
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cost lower than that required by “signature followed by
encryption”. Based on the concept of signcryption [18-20]
and the perfect concurrent signature scheme [7] from
bilinear pairing, Luo et al. [21] designed a
signcryption-based concurrent signature scheme, and
based on this scheme, they proposed a fair exchange
protocol which doesn’t need secure communication
channel. However, Sun et al. [22] pointed out Luo et al.’s
scheme doesn’t satisfy unforgeability, therefore the
exchange protocol based on their scheme doesn’t satisfy
confidentiality and fairness. So Sun et al. proposed an
improved  signcryption-based  concurrent  signature
scheme based on Luo et al.’s scheme, and they claimed
the fair exchange protocol based on their proposed
scheme satisfied confidentiality and fairness.

Through analysis, we point out although Sun et al.
improved the unforgeability of Luo et al.’s scheme, their
scheme still has the same defect in ambiguity as Luo et
al.’s, therefore the fair exchange protocols based on the
two schemes are both not fair. More specifically, in their
schemes, as soon as user i releases his keystone k;, any
third party can bind i’s ambiguous signature to i and the
signature receiver j can decrypt i’s ambiguous signature,
so in the fair exchange protocols based on their schemes,
as soon as i releases his keystone k;, j can obtain expected
i’s valid signature, then it’s entirely possible for j to
refuse to release his keystone k;, and this is obviously
unfair for 7.

In this paper, based on the notions of signcryption and
concurrent  signature, = we  propose a  new
signcryption-based concurrent signature scheme, and
based on this scheme, we present a fair exchange protocol.
Compared with Luo et al.’s and Sun et al.’s schemes, our
scheme has following characteristics: (1) In our scheme,
i’s ambiguous signature will become binding if and only
if both i and j release their keystones k;, k;. This means if j
doesn’t release k;, the i's signature he has won’t become
binding, therefore j is forced to release k;, which avoids
the occurrence of unfair phenomenon. (2) Besides,
because our scheme doesn’t involve the concept of ring
signature which always results in long signatures and
simplifies encryption operations, our scheme has the
advantage of short signatures and low computation cost.

II. BILINEAR PAIRING

Let G, be a cyclic additive group with order prime ¢,
which is generated by P, and G, be a cyclic multiplicative
group with the same order ¢. A bilinear pairing is a map e:
G, xG| — G, with the following properties:

(1)Bilinearity: For all P,OEG,, afEZ,, there is
e(aP,B0) = e(P,0)".

(2)Non-degeneracy: There exists P,QE G such that
e(P,O)#1.

(3)Computability: There  exists an
algorithm to compute e(P,Q) for all P,QE€ G;.

Definition 1. Computational DiffieeHellman (CDH)
Problem.

Given a randomly chosen (P,aP,bP), where PE G,
abe Zq*, and a,b are unknown, compute abP.

efficient
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Definition 2. CDH Assumption.
For every probabilistic polynomial-time algorithm B,

the advantage of B to solve CDH problem is negligible.

III. FAIR EXCHANGE PROTOCOL BASED ON
SIGNCRYPTION-BASED CONCURRENT SIGNATURE

A. Luo et al’s Signcryption-Based Concurrent Signature
Scheme

Luo et al’s [21] signeryption-based concurrent
signature scheme includes seven basic algorithms and
they are described as follows.

(1)Setup(k): The algorithm selects a bilinear map
e:GxG| —G,, where Gy, G, are groups with order ¢
(¢>2") and G, is generated by P It also selects four
cryptographic hash functions: Hi:(Gy)
_){0’1}”’HZ:GI_){O’I}"’H3:(G1)5><G2_){071}”’1_[4:{0’1}”><
(G))* —{0,1}". It publishes system parameters S =
<G1,G2,€, q,P,Hl,Hz,H3,H4>.

(2)UserKeyGen(S):User i selects a random number
x,EZq* and sets X;=x;P. i’s secret key is x;, and i’s public
key is X;.

(3)Signerypt(X;,X;,xi,m;): This algorithm first uses the
public keys (X,X;) and the signer’s secret key x; to
encrypt message m;, and then signs on the ciphertext of m;.
The detailed process is as follows.

This algorithm first selects a random number k€ Z,,
and then computes R=kP, h;=H\(X,X,R:), keystone
k=xih X, hi=Hy(k), Re=h:Xi—h\X), u=e(h.X,X))", session
key key=H3(X;,X;,R\,R.,x:.X;,u), ciphertext y=key & my,
ha=Hy(y, X, X,R\,R,) and o=k 'hy(h+h)X,. Finally, it
outputs an ambiguous signature C;=(y,0,R},R5).

(4AVerify(X;X;,C): The algorithm performs the
following to verify an ambiguous signature C;.

It first COInputCS hlel()(l',X;',Rl), h4:H4(y,AXV,',AX;‘,R1,R2)
and then verifies whether
e(Ri,0)=e(hsP,R,+h X;+h X ;). If not, it outputs “_L .
Otherwise, it accepts the signature.

(5)KSVerify(X;,X;kik): The algorithm is used to
verify the validity of a keystone pair (k;,k;) after users 7,/
release k;, k; respectively. For user i, it verifies whether
e(ki,P)=e(lmX;,X;). If not, it shows i is dishonest.
Otherwise, it runs algorithm Verify. As for user j, the
verification process is similar.

(6)Verify(Xi,X; ki ,k;,Ci,C): This algorithm is used to
bind the ambiguous signatures C;,C; to their true signers
after the keystones k;,k; are released. For each ambiguous
signature  C;, the algorithm verifies = whether
e(Ri,0)=e(lP,hX;+hX;). If C,C; are bound to i, j
respectively, it outputs “accept”. Otherwise, it outputs
“Ll

(7)Decrypt(X;,X;,ki,Ci,x;): This algorithm uses the
signature receiver’s secret key x; and the signature
signer’s keystone &; to decrypt the ambiguous signature C;.
It first computes u=e(R,,x;h:.X;), key =
H3(X;,X;,R1,R x;X;,u), and then obtains the message
m=yekey.

B. Luo et al’s Fair Exchange Protocol
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Based on above scheme, Luo et al. [21] designed a fair
exchange protocol which doesn’t need secure
communication channel. Suppose 4 is a buyer, B is a
seller, and 4, B both have an account in a bank. The
protocol is briefly described as follows.

Step 1. AHBICA:@A,UA,RAI,RAQ).

Sep 2. B—>AZCB:()/B,O'B,R31,R32).

Sep 3. A—B:ky.

In above protocol, y, denotes the ciphertext of A’s
electronic cheque m4 whose value is equal to the price of
the digital goods, C4 denotes A’s ambiguous signature on
V4, yp denotes the ciphertext of the receipt mp generated
by B, Cp denotes B’s ambiguous signature on yp, and
k4,kp denote A’s and B’s keystones respectively. For more
details, please refer to [21].

C. Sun et al.’s Signcryption-Based Concurrent Signature
Scheme

Sun et al’s [22] improved signcryption-based
concurrent signature scheme still contains seven basic
algorithms, and they are briefly described as follows.

Setup: Compared with Luo et al.’s Setup algorithm, it
only adds a hash function Hs:G;—{0,1}".

Signcrypt: Compared with Luo et al.’s Signcrypt
algorithm, it adds the computation of 4;/=H;(k;) prior to
computing u, and it modifies u:e(h;Xi,X;-)k into
u=e(h/ X, X))".

Decrypt: After i releases his keystone k;, the signature
receiver j computes h/=Hs(k;), u=e(R,,x;h;X;), session key
key=H3(X,X;,R1,Ry,x;X;;u) and obtains the message
mi=key®y.

The other four algorithms are the same as Luo et al.’s.

IV. SECURITY ANALYSIS ON LUO ET. AL.’S AND SUN ET
AL’S SCHEMES

We found Luo et al.’s [21] and Sun et al.’s [22]
signcryption-based concurrent signature schemes have
the same defect in ambiguity, therefore the fair exchange
protocols based on their schemes are not fair. More
specifically, in their schemes, as soon as user i releases
his keystone k;, any third party can bind i’s ambiguous
signature to i and the signature receiver j can decrypt i’s
ambiguous signature, so in the fair exchange protocols
based on their schemes, as soon as the buyer 4 releases
his keystone k4, the seller B can obtain A’s valid signature
on the electronic cheque, then it’s entirely possible for B
to refuse to release his keystone &z and quit the protocol.
At this moment, B has A4’s valid signature on the expected
electronic cheque, but 4 doesn’t have B’s valid signature
on the corresponding receipt and can’t decrypt the
encrypted digital goods. Obviously, this is not fair to 4.

If we want the signcryption-based concurrent signature
scheme will not cause above fairness problem, we should
relate the ambiguity of i’s signature not to the release of &;
but to the release of (k;,k)).

V. NEW SIGNCRYPTION-BASED CONCURRENT
SIGNATURE SCHEME
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A. Security Notions

Luo et al. [21] require a secure signcryption-based
concurrent signature scheme should satisfy confidentiality,
unforgeability, forward security, temporary key security,
and they defined unforgeability in detail in [21]. But we
think their definition (Luo et al. in fact require an outside
attacker who doesn’t know either of A’s and B’s secret
keys can’t forge a signature which can pass the
verification of algorithm AVerify) of unforgeability isn’t
proper, and the unforgeability for a signcryption-based
concurrent signature scheme should be defined as the
improbability of an outside attacker forging a signature
which can pass the verification of algorithm Verify, and it
is formally redefined as follows.

Definition 3. We say a signcryption-based concurrent
signature scheme is existentially unforgeable under a
chosen message attack if the probability of success of any
polynomially bounded adversary in the following game is
negligible.

Game 1:

Setup. The challenger C runs algorithm Setup and
gives the system parameter S to the adversary E.

Query. C answers E’s various queries as follows.

(1)Public key query. E submits an identity u, C looks
for the tuple <u,X,,x,> in a secret key list which is called
L-list. If it does exist, C returns X, to E. Otherwise, C
runs algorithm UserKeyGen for u, generates u’s public
key and secret key (X,,x,), and adds the tuple <u,X,,x,> to
L-list and returns X, to E.

(2)Secret key query. E submits an identity u, C looks
for the tuple <u,X,,x,> in L-list. If it exists, C returns x, to
E. Otherwise, C runs algorithm UserKeyGen for u,
generates u’s public key and secret key(X,,x,), and adds
the tuple <u,X,,x,> to L-list and returns x, to E.

(3)Hash query. C keeps a H;-list for every random
oracle H;. When E queries the random oracle H;, C looks
for the corresponding tuple in H-list. If it exists, C
returns the corresponding hash value to E. Otherwise, C
chooses a random number ¢ from H;’s hash space, adds
the input and ¢ to H-list and returns ¢ to E.

(4)Signcryption query. E submits an identity u, a
message m, a session key key and a keystone fix pair
(f1,/>), C first conducts a secret key query for u, then runs
algorithm Signcrypt with an input (m,x,keyfi,f>) and
sends the output to E.

Forge. Suppose E outputs i’s signature (c;,v;) with a
keystone pair (k;,k;), and E didn’t conduct a secret key
query for 7, and E’s output results are not produced by the
signcryption oracle. We say E wins the game if
Verify(c;,vi,k1,k,X;)=accept.

B. Proposed Scheme

To improve the security of previous signcryption-based
concurrent signature schemes, we use bilinear pairing to
reconstruct a signcryption-based concurrent signature
scheme. It contains six basic algorithms and they are
described as follows.

(1)Setup(k): The algorithm selects a bilinear map e:G,
xG— G, where Gy, G, are groups with order ¢ (q>2k)
and G; is generated by P It sets the message



JOURNAL OF SOFTWARE, VOL. 8§, NO. 7, JULY 2013

space M={0,1}", the keystone space K={0,}", the
space F=Z, It selects  four
cryptographic hash functions: Hy:{0,1} *—>Zq,
Hy:(G1)—{0,1}", Hy:{0,1}"%(Z,)*—G\,Hy: G\ —Z,. It
publishes system parameters S=<G,,G»,e,q,n,P,H,H,,
H3,Hy>.

(2)UserKeyGen(S). User i selects a random number
x,EZq* and computes X;=x;P. i’s secret key is x;, and i’s
public key is .X;.

(3)Signcrypt(m;,x;,key; fi,f;). This algorithm first uses
the signer i’s session key key; to encrypt message m;, and
then uses i’s secret key x; and a keystone fix pair (f,f)) to
sign the ciphertext of m;. It finally outputs an ambiguous
signature (c;,v;), where

c=m;®key;,

v =x;H. 3(%}?,}9-

(4)Decrypt(c;,v;,key;). The algorithm uses the signer j’s
session key key; to decrypt j’s ambiguous signature (c;,v;),
and it outputs message m;,, where

my=c;okey;.

(5)Insiderverify(c;,vi,fi,f;,X;). The algorithm uses the
keystone fix pair (f;f;) to verify whether the ambiguous
signature (c;,;) is correctly generated by user ; as follows.

Ife(P,v;)=e(X,,Hs|c;, fi, f7]), it outputs “accept”.
Otherwise, it outputs “reject”.

(6)Verify(ci,vi,;,v; ki K, Xi,X;). After the keystone (k;,k;)
is released, anyone can use this algorithm to bind the
signatures (c;V;),(c;,v;) to their true signers as follows.

keystone fix also

It verifies whether
e(P,vi)=e(Xi, Hs [ci, Hi(k:), Hi(k)))) and
e(P,v;)=e(X;,Hs; [c,-,Hl(kl-), Hl(k,-)]) . If both the

equations hold, it outputs “accept”. Otherwise, it outputs
“reject”.

C. Unforgeability Analysis on the Proposed Scheme

In this section, we prove the unforgeability of the
proposed signeryption-based concurrent signature scheme
in detail. As for the analyses of confidentiality, forward
security and temporary key security, please refer to
Section 6.

Theorem 1. If there exists a polynomially bounded
adversary E who successfully performs an existential
forgery under a chosen message attack against the
proposed scheme in Section 4.2 with a non-negligible
probability &, then there exists another algorithm C which
can solve the CDH problem in group G, with probability

at least [1—1/qc]” *1/q; * &, where g; denotes E can

make at most g public key queries and ¢, denotes £ can
make at most ¢, signcryption queries.

Proof. We will show given (PxP,yP), C can figure out
xyP by simulating the challenger in Game 1 and
interacting with forger E. C performs as follows.

C starts by running algorithm Setup and gives system
parameters S to E, and then C establishes L-list, H;-list,
H,-list, Hs-list, Hs-list. Next, C answers E’s various
queries as follows.

(1)Public key query. E submits an identity u, C looks
for the corresponding public key X, in L-list. If it exists,
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C returns X, to E. Otherwise, C performs as follows.

OIf usi, C randomly chooses u’s secret key x,,EZq*,
computes u’s public key X,=x,P, and adds the tuple
<u,X,,x,> to L-list and returns X, to E.

@0Otherwise, C randomly chooses sEZq*, computes
u’s public key X,=sxP, adds the tuple <u,X,, | > to L-list
and returns X, to E.

(2)Secret key query. Suppose E has conducted the
corresponding public key query before E conducts a
secret key query. If the identity E submits is u=i, C
returns “_ ”. Otherwise, C looks for the corresponding
tuple <u,X,,x,> in L-list and returns x, to E.

(3)Hash Query. When E conducts a H; query, if the
query already appears in some tuple in H;-list, C finds it
and outputs corresponding ¢ Otherwise, C randomly
chooses t€ Z,, adds the input and ¢ to /7;-list and returns ¢
to E. When E conducts H,, H, queries, C performs
similarly. When E conducts a H; query with an input
(cfifp), where c€{0,1}", fip€Z, C performs as
follows.

DIf (cf1,f) is already in some tuple <cfi,fo,t,p> in
Hi-list, C checks the value of p. If p=0, C outputs #yP. If
p=1, C outputs ¢P. If (cf1,f>) doesn’t exist, continue.

@C generates a random coin p€E€{0,1} so that
Pr[p=0]=1/g;.

(B)C picks a random number tEZq*. If p=0, C outputs
tyP. If p=1, C outputs tP. C adds the tuple <c.f,f>,t,p> to
H3-1iSt.

(4)Signcryption query. Since E can request the secret
key for user u#i, E can signcrypt any message on behalf
of user u#i. In addition, £ can ask C for user i’s
signeryption on any message, and C responds as follows.

When E conducts a signcryption query with an input
(m,key f1,/5), C first computes c¢=m ® key, and then
conducts a H; query with an input (c,f},f2). Suppose the
tuple C obtains through the H; query is <cf,fot,p>. If
p=0, C aborts. If p=1, C outputs a signature (c,v), where
Vv=tX..

Suppose E outputs i’s signature (c;v;) with a keystone
pair (ki,k;) after E conducted above queries, and E’s
output results are not produced by the signcryption oracle,
and the equation
aPv)=e(Xi,Hs |, Hi(ki), Hi(k2)]) holds.

Since the output of Hj is totally random, the adversary
must utilize previous signcryption queries or have
directly queried random oracle H; with an input
(¢i,Hi(ki), Hi(k2)) . Suppose E has conducted a
signcryption query with an input (m’.key’.fi",/2"), where
f=H\(kj'), and due to this query, C adds a tuple
<¢;/' fi" fo' t,p> to H3-list, where ¢;/=m’®key’. Since H; is
an one-way function, it’s impossible for £ to find another
tuple (c;,k1,kz) such that Hs (¢;, Hi(ki), Hi(k2)) =t. So we
can conclude that E’s success in forging i’s signature
stems from not previous signcryption queries but a direct
H; query with the input (¢, Hi(ki), Hi(k2)). Suppose
this H; query corresponds to the tuple <c,fi.f,t,p> in
Hi-list. If p=1, C aborts. If p=0, it means
Hy( (ci,Hi(k), Hi(k2)) )=tyP, in addition, since
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Xi =sxP, the
e(P,vi)= e(Xi,Hs[ci,Hi(k), Hi(k>)]) is equivalent to
e(P,v;) =e(sxP,t;yP).Since for C, s,t; is known, C can

equation

calculate xyP=(st;)"'v;, which solves the CDH problem in
group Gj.

Next, we calculate the probability of C’s success. First,
we define three events:

ny: E’s signeryption queries doesn’t cause C to stop.

ny: E successfully forges i’s signature with a keystone
pair, and the forgery results aren’t the output of the
signeryption oracle.

7n3: 2 occurs, and p=0.

C’s success means above three events occur
simultaneously, so the probability of C’s success is
Pr(ii A Ans1=PrlniPr{nalini IPr(nslnz A\

Proposition 1. The probability that C does not abort as
a result of E’s signcryption queries is at least
[1-1/g«]* . Hence, Pr{n]=[1-1/ g« ]* .

Proof. We assume FE conducted n(n€[l,g])
signcryption queries. Let &(j €[1,n]) represents the event
that £’s j’th signcryption query doesn’t cause C to stop.
Then the event that C doesn’t stop after £ conducted n
signcryption queries is equivalent to the event that
&6, ¢y occur simultaneously, and the probability that
it occurs is equal to  Pr(GAEN...AE)
=Pr(&)Pr(&IE). . Pr(&IENEN . NE).

We assume E doesn’t make the same signcryption
query twice, so &,5,...,¢, are independent events and

Pr(&AEN .. NE)=PI(E) Pr(&) ... Pr(&,) = Pr[pi=1]
Pr[p, =1]...Pr[p, =11=[1-1/q«]". Suppose we allow E

can make at most ¢, signcryption queries, then the
probability that C does not abort as a result of E’s
signcryption queries is at least [1—1/¢]" .

Proposition 2. If algorithm C does not abort as a result
of E’s queries then algorithm E’s view is identical to its
view in the real attack. Hence, Pr[#,|1;]>s.

Proposition 3. The probability that algorithm C does
not abort after £ performs a successful forgery is 1/g;.
Hence, Pr{n3|n2/\mi]=1/gy.

Proof. We have analyzed that if £ can perform a
successful forgery, he must have conducted a H; query
with an input (c¢;,H(k)), H(k,)). Suppose this query
corresponds to the tuple <c;f\f.t;,p> in H;-list, then the
probability that C does not abort after £ performs a
successful forgery is equal to the probability of p=0, i.e.,
l/qk

To sum up, the probability of C’s
Pr(ii A Ans1=PrlniIPrlnalini IPr[nsln A=
[1-1/gi]* <& l/g.

success 1S

VI. NEW FAIR EXCHANGE PROTOCOL

Based on the proposed scheme in Section 4.2, we
design a fair exchange protocol which doesn’t need
security channel and could be used to exchange digital
goods. Suppose A is a buyer, B is a seller, and they both
have an account in a bank (the bank is only an ordinary
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bank and doesn’t have the function of a trusted third
party). The protocol is described as follows.

(1)A first selects a digital goods (such as an audio or
video file) to buy on B’s website and generates the
corresponding order. Then B selects his keystone
kg€EK and a random number sBEZq*, computes
fé:Hl(kB), KB :SBXA, Ip :fig+H4(K3), SB:SBP, and Sends
(I” B’S B) to A.

(2)Upon receiving (rp,Sp), A first selects his keystone
k€ K and a random number s, EZq*, computes K=x,Xp,

Ky=s4Xp, key~HyNK.K4), f1=H(ks), Kp=x4Sp, fp=rp—
Hy(K3p), and generates an electronic check m 4 whose value
is equal to the price of the digital goods. 4 then runs
(cqv)<Signerypt  (myxy.keyyfy, fz), calculates ry
=ftH4(K,), Sy =s4P, and sends (c4,v4,74,54) to B.

(3)Upon receiving (c4,v4,4,54), B computes K=xpX,,
K,=xpS,, key,~=H),K,K,), runs m=Decrypt(cs,vs,key4),
and checks the validity of my. If the electronic cheque m,
is invalid, B aborts. Otherwise, B computes f; =ry;—
Hy(Ky), and checks whether Insiderverify
(caVafsf1,X)=accept. If not, B aborts. Otherwise, B
computes keyp=H>(K,Kp), and generates the
corresponding receipt myp, runs (cp,vp)=Signecrypt
(mp,xp,keys.fz,f4), and sends (cp,vz) to A. Meanwhile, B
encrypts the digital goods specified in A’s order with key
k=keys||kp, and uploads the encrypted digital goods to the
website specified in 4’s order.

(4)Upon receiving (cp,vp), A computes keyz=H,(K,Kp),
runs mg=Decrypt(cp,vp,keys), and checks the validity of
mp. If the receipt mp is not correct, 4 aborts. Otherwise, 4
checks whether Insiderverify (cp,vp,fi1./5,Xp)=accept. If
not, 4 aborts. Otherwise, A4 releases k.

(5)B checks whether f,=H(k). If not, B aborts.
Otherwise, B releases k.

At this moment, 4 can download the encrypted digital
goods and decrypt the goods with key ki=keyp|kp.
Meanwhile, anyone can run algorithm Verify to bind the
ambiguous signatures (c4,v,4), (cp,vp) to A, B respectively.

VII. PERFORMANCE ANALYSIS

In this section, we provide the security and efficiency
analysis on the proposed protocol in detail.

A. Security Analysis

Effectiveness. If 4, B both perform according to the
protocol, then when the protocol is finished, both
keystones have been released and both signatures become
binding. So the seller B can submit A4’s binding signature
to the bank to get A’s payment, and the buyer 4 can
obtain B’s key (which can be used to decrypt the digital
goods) and the corresponding receipt.

Confidentiality. Suppose an outside attacker E (other
than 4 and B) intercepts i’s ambiguous signature (c;,v;) on
message m;, it’s infeasible for £ to get the message m;.
Because £ doesn’t know s;, x; and x;, when E calculates
s5:.X;or x;5;, he will face the CDH problem in group G, so
it’s infeasible for E to calculate the session key
key=(x;X,5:X;), and therefore the message m; can’t be
acquired. So the proposed protocol satisfies
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confidentiality.

Forward security. Suppose an outside attacker E
(other than 4 and B) has obtained i’s r’th session key
key,=H,(x;X,s;.X;) and i’s secret key x;, it’s infeasible for
E to calculate i’s £'th (¢#r) session key key=H,(x:X},s:X)).
That is because when E computes s,X), he’ll face the
CDH problem in group Gj. Therefore, the proposed
protocol satisfies forward security.

Temporary key security. Suppose an outside attacker
E (other than 4 and B) has obtained i’s ambiguous
signature (c;,v;) on message m; and i’s temporary key s;,
it’s infeasible for E to calculate the session key
key=(x;Xj,s;X;). This is because when E calculates x:X;, he
will encounter the CDH problem in group G,. Therefore,
the proposed protocol also satisfies temporary key
security.

Non-repudiation. Before the keystone (kykp) is
released, (c;,v;) is ambiguous and there is no way for a
third party to identify who is its true signer, but as soon as
(k4kp) is released, anyone can bind (¢;,v;) to its true signer
by running algorithm Verify. Therefore, the proposed
protocol satisfies non-repudiation.

Ambiguity. Obviously, in the proposed protocol, only
when the keystone (ky,kp) or the keystone fix (fy,f5) is
acquired, can one run algorithm Verify or Insiderverify to
bind (c;,v;) to user i. Before (k4,k3) is released, an outside
attacker E only can intercept (7,S;). However, since F
doesn’t have the signature receiver j’s secret key x; or the
signature signer i’s temporary key s;, £ can’t figure out f;
from (r,S;). So before (k4,kp) is released, the outside
attacker has no way to bind (c;v;) to its true signer.
Therefore, the proposed protocol satisfies ambiguity.

Fairness. Suppose the seller 4 is dishonest, the buyer
B is honest. 4 has two chances to cheat B. In step (2), if 4
doesn’t send the signature (cy4,Vv,), then the transaction
does not exist and there is no loss for both sides. If 4
sends a false signature, then as soon as B receives the
signature, he will do a series of examinations. When he
finds the message isn’t correct or the signature is invalid,
B will quit the protocol and 4 can’t make a profit. In step
(4), if A refuses to release k, or releases a false ky, B
won’t release his keystone kg, then A4 can’t decrypt the
digital goods and the signature (cp,vz) A has is still an
ambiguous signature.

Suppose the seller B is dishonest, the buyer 4 is honest.
B also has two chances to cheat 4. In step (3), if B doesn’t
send (cp,vp), A won’t release his keystone k,, then the
signature (c4,v4) B has is still an ambiguous signature,
and B can’t obtain A’s payment. If B sends a false
signature, after 4 receives the signature, he will do a
series of examinations, when he finds the message isn’t
correct or the signature is invalid, 4 will quit the protocol,
and B can’t make a profit. In step (5), if B doesn’t release
kp or releases a false kg, the bank can’t bind (c4,v,) to 4,
and B can’t obtain 4’s payment.

B. Efficiency Analysis

Table 1 gives the efficiency comparison for Luo et al’s
[21] protocol, Sun et al’s [22] protocol and the proposed
protocol. As the main computational overheads, we only
consider pairings (denote by P), exponentiations (denote
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by E), scalar multiplications (denote by S), and
hash-to-point operations (denote by H). As for
communication cost, we calculate the total length of data
exchanged between 4 and B. Suppose the communication

cost of (y,0,Ri1,Rp) or (c,v,ry,S;) is 4, and the
communication cost of k; is 1.
TABLE 1.
EFFICIENCY COMPARISON
Protocol | Comp.Cost | Comp.Cost | Comp.Cost Communi
of 4 of B of Verifier -cation
Cost
Protocol 6P+E+13S 6P+E+13S 4P+6S 10
in [21]
Protocol | 6P+E+13S 6P+E+13S 4P+6S 10
in [22]
Our 2P+2H+5S | 2P+2H+5S | 4P+2H 10
Protocol

From table 1, we can see that the proposed protocol
greatly reduces the computational cost of each party in
the protocol while keeping the communication cost
unchanged. Therefore, it is an efficient fair exchange
protocol.

VIII. CONCLUSION

After detailed analysis on Luo et al.’s and Sun et al.’s
signcryption-based concurrent signature schemes, we
point out their schemes have the same defect in ambiguity
and therefore the fair exchange protocols based on their
schemes can’t achieve fairness. Thus we reconstructed a
signcryption-based concurrent signature scheme which
redresses the flaw of Luo et al.’s and Sun et al.’s schemes,
and based on this scheme, a new fair exchange protocol
which can be used for exchanging digital goods and

doesn’t need secure communication channel was
designed. Analysis results show the new protocol not
only satisfies effectiveness, confidentiality,

non-repudiation, ambiguity and fairness, but also is more
efficient than Luo et al.’s and Sun et al.’s protocols.
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