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Abstracts—Low-rate Denial of Service (LDoS) attack and
TCP flows are simulated in the time and frequency domain
for the purpose of analyzing their signatures and extracting
period T and duration L of LDoS attack, which are two
correlative parameters used in the proposed detecting
approach. In the correlation operation, the reference signal
is the simulated traffic of LDoS attack, which are built
based on the extracted parameters of T and L. The
incoming signal is the hybrid signal (TCP flows plus Real
LDoS attacks). A detect threshold is established to be
compared with the results of correlation operation. If the
correlation value exceeds the threshold, the LDoS attack is
determined. The proposed method has been tested both in
network simulation NS-2 platform and network testbed
environment with different parameters of T and L.
Experimental results show that the proposed approach
reaches the good performance with higher detect rate Pp ,
and lower false negative alarm rate Pgy and false positive
alarm rate Pgp .

Index Terms—LDoS,
duration

correlation, detection, period,

I. INTRODUCTION

Low-rate Denial of Service (LDoS) attack is a new
class of DoS attacks!). LDoS attack uses network
protocol adaptation mechanism of system security
vulnerabilities, by sending periodic pulse attack flow to
the target, making the victim end network throughput
decreased, and the result is that the performance of its
quality of services (QoS) reduced. From the signal
processing point of view, LDoS attack is usually a
periodic square wave signal', the main parameter is a
triple: L is the pulse width, T is the pulse period, R is the
transmission rate. Therefore, the average rate of the
LDoS attack is RL/T. LDoS attacks remain silent (did not
attack during the pulse) in most of the time, and only
activities in the short period of time (pulse duration of
attacks) to send high-intensity pulse, this feature of
intermittent attacks makes the average data flow rate of
attack very low, so the traditional DoS detection methods
will be ineffective. In this paper, based on the analysis of
LDoS attack model, utilizing its two important
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parameters: T and L to reconstruct LDoS attack signals on
the affected side, we proposed parameters related based
LDosS attack detection methods.

Since LDoS was found in 2001, it has attracted the
concern of many researchers, Kuzmanovic and Knightly™
first gave detailed analysis of the principle of LDoS, and
conducted a deep research in characteristic of the periodic
pulse of LDoS, mined the LDoS overflow attack methods,
proposed network-based defense method; Cheng' first
proposed a method to detect LDoS attack in the
frequency domain by using the cumulative normalized
power spectrum density; Barford. P. and Kline. J.¥
proposed a method to detect abnormal traffic by using
signal processing; Gabriel Macia-Fernandez! and Y.
Zhang, Z. M. Mao, and J. Wang™ completed the method of
detecting LDoS attack in frequency domain, and
simulated in NS-2 environment; Xiapu Luo® and He
Yanxiang!” simulated and tested the performance of the
LDoS attack by using wavelet in the frequency domain.
That system focusing on the number of arriving packets
at the monitoring node, extracts five feature indices of
LDoS flows through wavelet multi-scale analysis. Then a
synthesis diagnosis is made by a trained BP neural
network; Qiao Zhu, Zhang Yizhi, and Xie Chuiyi® studied
the LDoS attack and TCP-oriented prevention strategies.
Macia-Fernandez, G., Diaz-Verdejo, J.E., and
Garcia-Teodoro, P.! have researched the mathematical
model for LDoS attacks against application serverst™”.

In the LDoS attack detection methods using signal
analysis theory, the results of the Sun H. B, Yu Chen[*?
and HE Yan-Xiang!” are representative. Sun H. BIM!
proposed data flow through the sampling and feature
extraction, which is commonly used in speech
recognition using dynamic time warping (DTW) method
to match the data and samples; Yu Chen™? fitted curve of
the normalized cumulative power spectral density which
whether they are the attacks to find the optimal threshold.
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Il. MODEL OF LDOS ATTACK AND NORMAL TCP TRAFFIC
FLOW IN TIME-FREQUENCY DOMAIN

A unified LDoS mathematical model in the time
domain and frequency domain, and give the
characteristics in the time domain and frequency domain
from the perspective of mathematics. For the convenience
of analysis, study in the paper focuses on one single TCP
flow and one LDoS attack.

In the following analysis of the model, research on data
of the TCP traffic and LDoS attacks stream which is
extracted from NS-2 simulation, sampling the flow of
inlet to the router with period of 10ms to constitute the
sense stationary discrete sequence. According to the
Nyquist criterion, the sampling interval is 10ms, the
signal spectrum can get 0-50Hz, which is enough to
analyze the signal characteristics. Also, due to the 10ms
interval for the sample can reduce the normal TCP traffic
suddenly, making it more smooth and easy on the
signature analysis for LDoS. LDoS attack flow is mainly
User Data Protocol (UDP) stream.

A. LDoS model in Time Domain

The intent of establishing the model of LDoS attack in
time domain is to reveal the biggest difference between
the normal TCP signal and LDoS attack signal--
periodicity, which is one of bases for the relevant
parameters detectiont*!,

A basic time-domain waveform of LDoS attack is
shown in Fig 1.

The model of the attack flow can be expressed as:

x(n) =a(n)+G Q

Here, a(n) is approximately periodic square wave,
G is the background noise.
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Figure 1. Waveform of LDoS attack in time-domain

Periodic square wave can be expressed as:

a(n)=R*u(n—k*T —-1-S)—-R™*u(n-k*T -S) (2)

Among them k =1,2,---, u(n)is step signal; S is
signal delay of the step signal; R'is the peak of the

received signal, determined by the peak R of LDoS attack;
| is the length of signal pulse, determined by the pulse

length of LDoS attack; T is the signal cycle, determined by
LDoS pulse period[ls].

©2012 ACADEMY PUBLISHER

JOURNAL OF SOFTWARE, VOL. 7, NO. 10, OCTOBER 2012

Because there are single rate, variable rate (multi-rate)
and other forms of LDoS attack™, in order to clarify the
characteristics of LDoS attack, in this paper we establish

As mentioned in above model, the discrete sequence of
number packet of export port of the attacked router
time-domain was determined by characteristics of the
main parameters of the LDoS attack. Although the
received signal at the receiving end was influenced by the
middle of forwarding device queue management
algorithms and preemption of other streams, but the main
features of the signal must depend on the behavior of
sending flow. Within a short time, normal TCP traffic
signals does not like LDoS attack, it does not have the
characteristic of periodic.

If within a certain sampling time, the signal can reflect
periodic of LDoS attacks, so we must select the
appropriate sampling interval. In order to reflect the
periodicity of the LDoS attack signal better, the paper
simulate the sample data in NS-2 environment. In the
simulation, we established the low rate of UDP flow as
LDoS attack flow, and let a single TCP stream and single
low-speed UDP attack traffic through the same router.
Configuration and parameter settings of experiment are

shown in Table I.
TABLE I.
THE CONFIGURATION AND PARAMETER SETTINGS OF LDOS ATTACKS
PERIODIC SIGNAL SIMULATION

Project Configuration and Parameters
TCP flow congestion control reno
Router queue management .
algorithm RED (Random Early Detection)
Bottleneck link bandwidth 1.5M

The simulation results of periodic response of LDoS
attack are shown in Fig 2.
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Figure 2. The simulation results of periodic response of LDoS attack

The simulation results from Fig 2 can be shown in
Table II.

From the above results we can see that although the
experiment using a more advanced router RED queue
management algorithm!®, but the effect can be seen from
the attacks, mainly against time (1s, 1.5s) range, the
results are the same as KUZMANOVIC's™ it
demonstrates that if choose the appropriate configuration
and the right parameters, the periodic nature of LDoS
attack can reflect within a short time.
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TABLE Il.
LDOS ATTACK PERIODIC SIGNAL SIMULATION RESULTS

Project Results
minimum round-trip time of the Link 132ms
periodic range of low-rate attack 0.55s—b5s
pulse length of Low-rate attack L=0.15s

B. LDoS Model in Frequency Domain

At the receiving end, LDoS attack traffic signal does
not show a strictly periodic signal. Because the
intermediate forwarding device queue management
algorithms and preemption of other streams, its
periodicity cannot be got from the time domain.
Therefore, we must analyze the periodicity in the
frequency domain. This approach is to make discrete
LDoS attack flow sequence to do Discrete Fourier
Transform (DFT)™, and normalize the spectrum of
LDoS attack, then analyze the periodic characteristics of

LDoS attack flows. The DFT operation as follows:
X (k) = DFT (x(n), k) =ifo(n)e*12”k”’N 3)
' N n=0
Through the equation (1), the traffic model of LDoS
attacks is the approximate addition of periodic square
wave and the background noise. Apply equation (1)
model in equation (3), the result is:

X (k) = X (k) = DFT (x'(n),k) = %Z x(mg

—j2rzkn/N

S DICOR

:%Ea(n)e—jzﬂnm+%§Ge—j2”kn/N
n=0 n=0

=AK)+G’

When LDoS attacks occur on the export port of router,
the characteristics of the number of data packets is a
discrete sequence in time-domain mainly formed by the
LDoS attack, as a(n) is much larger than G. Therefore,
the discrete spectrum of attack sequence number on the
export port of the router packet X(k) mainly shows
features of A(k).

Simulation is expressed as:

A = Lsac ) ®)

(4)

Results show that the discrete spectrum of attack
packet number sequence on the export port of the
router is discrete Sa function. The spectrum of LDoS
attack flow is shown in Fig 3.

Fig 3 indicates that the interval of discrete spectral
lines is determined by1/T , 1/1 determined the width of
the first zero. SinceT e (1s,1.5s], the spectral interval is

| €[0.66Hz,1Hz) . Therefore, in Fig 3, LDoS attack

models of the two most important parameters: T and | can
be obtained in the frequency domain. Therefore, the
parameters like period and pulse width can not be
obtained in the time domain, but we can get them in the
frequency domain. It can be built against the time domain
signal, as the relevant benchmark, for LDoS attack
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detection.
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Figure 3. Spectrum of LDoS

To test the accuracy of the LDoS period by estimating
attack flow T in frequency domain, the paper designs the
experimental environment with the NS-2. Experimental
configuration and parameter settings are the same as the
test of LDoS period response simulation, as shown in
Table | and Table 1. The extracting flow of signal from
the LDoS attack is 5s signal and the data do 500 points
DFT. Signal period is estimated in the frequency domain,
the results of the estimation error of period, as shown in
Table IlI.

C. The Model of the Normal TCP Flow in Time
Domain

The experiment of Normal TCP flow model in time
domain, uses the same simulation with the above, the
configuration and parameter settings and the results
shown in Table I and Table I, but did not join with LDoS

attack flow.
TABLE III.
STIMATE ERROR OF THE SIGNAL PERIOD IN FREQUENCY DOMAIN

Period

Conge. Con 1 11 1.2 1.3 1.4 15

Reno 0s 0.02s | 0.01s | 0.01s | 0.02s | 0.03s

In simulation, the sampling interval is taken to be 10ms.
It reduces the mutation factors of TCP flow, so that the
normal TCP flow model becomes very flat. Normal TCP
flow model in time domain can be expressed as:

y(n)=u(n)+H (6)
Here, u(n)is the step signal, H is the other frequency

components except zero frequency.
Simulation of the normal TCP flow signal in
time-domain is shown in Fig 4.
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Figure 4. Normal TCP in time-domain

Fig 4 shows that y(n) is shocking about 2, the flow in
the receiver, u(n)=2atthattimen>0.

D. The Model of Normal TCP Flow in Frequency
Domain

From the analysis above, TCP flow model in time
domain can be expressed by equation. (6) .In frequency
domain, the spectrum of y(n)is composed with u(n)

and H two parts: the zero-frequency component is
from u(n); the other frequency components are from

H . Normal TCP traffic through the simulated spectrum
is shown in Fig 5.
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Figure 5. Normal TCP Spectrum

In Fig 5, there is a big difference between the
component of zero-frequency and the other frequency.
Normal TCP flows mainly focus in zero frequency, but
other frequency components is very small, and relatively
uniform, and continuous. That is, u(n) accounting for

most of the energy, and H is small.

Fig 3 shows that the frequency spectrum of LDoS
attack is the Sa function, in addition to a large zero
frequency component. Because of its periodic nature,
LDoS attack signals in the frequency domain is discrete.
So comparing Fig 3 and Fig 5, it can be concluded:
normal TCP flow and LDoS attacks in the frequency
domain with a very different, you can estimate and
reconstruct periodic rectangular wave signals of LDoS
with two key parameters: period T and pulse width I, and
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then do correlate detection.

I1l. DETECTION LDOS BASED ON CORRELATIVE
PARAMETERS

From the analysis above, there is a large gap between
the normal traffic and LDoS attack traffic, and a little
resemblance exists between the two. Contrast the signal
characteristics of LDoS attack traffic flow through the
receiver, we can see the similarity between them and
determine whether it is LDoS attack. A hi?h degree of
similarity occurs when LDoS attack happens!®.

Similarity between two discrete sequences can be
expressed by the correlation function. Therefore, for

LDoS attack traffic sequences x(n) and normal TCP
flows discrete sequence y(n) , the similarity between
x(n) or y(n) and detecting comparing signal can be
expressed by the cross-correlation R, [m], R,.[m] :

R Iml= 3 (n]w{n+m])
)
Ry, = 3 (yInlwn-+ml)

Practically, the sampling time to obtain signal are
limited, so we must use time limited signal to estimate
the overall correlation of the signals. The two methods
are: biased estimation and unbiased estimation. With
regard to unbiased estimation, we select unbiased
estimator:

1 N
Ry[ml=—=— > (x[n]w{n+m])
—m m=-N
L (8)
Ryw[m] = Nom 2. (y[nlw'n+m])
- m=-N
Where, w(n) is the comparison signal; R, [m] is the
correlation between x(n) and w(n+m) , w(h+m) is
comparison signal w(n) by the delay m.

Here, the comparison signal is:

w(n)=u(n-k*T'=172)—u(n-k*T'+172) (9)

Note that, LDoS attack has two important parameters:
period T 'and pulse width |', which can be got from
the frequency domain analysis.

Obtained from the frequency domain, the delay S is
inx(n), R,[S+I172] is apparently the maximum of

R,[m]at the momentS+172, that is, after a delay
of S+IY2 , x(n) is the most similar
withw(n+S+172). As in the frequency domain taking

the modulus of the frequency, eliminate the phase effect
caused by the delay S . The time-domain signals are
obtained by processing inverse transform on the
frequency-domain sequence. If the delay is 0, the
cross-correlation can reach the maximum value, which

means it has the maximized similarity.
N/2

1
Also, because RXW[O]:W > IX (KW (K)], so for the

k=-N/2

different delay S, just multiplying the comparing signal
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spectrum W(k)and X (k) point by point can obtain the
maximum value R (0), to avoid the sliding operation. For
the normal TCP flow y(n) and its comparison signals

w'(n) generated by the cross-correlation, computational
methods are the same.

Therefore, simply follow the reconstruction of the
spectrum model of the spectrum signal, it does not need
to reconstruct the time domain signal.

For a limited signal transform, compared with the
overall signal, the more points to be taken to form
discrete signals, the greater the variance is; less the points,
the smoother variance. More time needs learning and
processing, the higher the complexity. So take the
appropriate number of points to transform is very
important. We take 500 points here, the 5s period of time
to transform the signal. Whichever is the reconstructed
signal parameter, were correlated.

Due to TCP flows follow a relatively fixed model in
statistical, when the received normal TCP flows signals
and reconstruction correlated, the distribution of the
correlation coefficient should be mainly concentrated in
the vicinity of its mean value; and LDoS attack traffic
and the reconstructed signal is very similar, they centered
on the correlation coefficient near 1. Hence in the
selecting of threshold, it should be possible to search it
between the correlation coefficient mean value of TCP
traffic and the reconstructed signal and 1.

IV. SIMULATION AND ANALYSIS

To verify the effect of detection algorithm, we built a
NS-2 network environment to execute simulation. The
performance analysis for proposed detection algorithm
focused on two aspects: (i) test false positive rate of
correlation detection algorithm for different congestion
control; (ii) test false positive alarm rate under different
periods.

Network topology of detection used in experiments is
shown in Fig 6.
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Figure 6. Network topology in NS-2 environment simulation test

Fig 6 shows that the test network is a
non-symmetrical "dumbbell" shape. Where: "0" and "1"
are the transmitter and receiver routers; 2", "3" and "4"
are the three normal TCP flow; "5" constitutes a
low-speed UDP attack traffic; "6" and "7" are the two
target terminals. The network routing link between the
target and attacker is built by using routers "0" and "1";
three TCP flows and one low-speed UDP attack traffic go
through the same router.

Test network configuration is shown in Table IV; other
configuration parameters are shown in Table II.
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In Table IV, the TCP flows with 3 different methods of
congestion control are used to test different false positive
rates of the correlation detection algorithm with

congestion control.
TABLE IV.
TEST NETWORK CONFIGURATION

Project Configuration
TCP congestion control flow method Reno, NewReno, and Sack
gueue management algorithm RED

the link bandwidth between TCP

Sender, attacker and router 10 Mb/s
the link bandwidth bet'vaen receiver 100Mb/s
and router "1
the link bandwidth between router "0"
and router "1" (entire network 1.5 Mb/s

bottleneck)

A. Detection Threshold

According to the test model shown in Fig 6, set LDoS
attack period T = 1.1s; pulse width | = 0.15s; attacks start
from 20"s. Extract 5s long (500points) signals and update
once every 5s. Reconstruction Mixed with normal TCP
signals, and there are 1500 experiments in total.
Distribution to the Reconstruction related experiments is
shown in Fig 7.
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Figure 7. The normal TCP and T = 1.1s and | = 0.15s attack signal
distribution comparison

Fig 7 indicates the distribution of cross correlation of
TCP flow is closed to normal distribution and the mean
of which is 0.54; distribution of cross correlation LDoS
attacks are concentrated in a vicinity of 1. Therefore, the
selecting of threshold should try equidistant between the
mean of TCP flow correlation coefficient and 1. By
setting different detection thresholds, the test results of
False Positive Alarm Rate Prp and False Negative Alarm

Rate Pgy are shown in Table V.
TABLE V.
Pep AND Pgy FOR DIFFERENT THRESHOLD

- Threshold 0.70 075 0.80
Detection

Pep 0.2% 0.4% 0.8%

PEN 1.1% 0.3% 0.2%

Because the detection probability, must trade-off
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between Pgp and Pgy, we should select an appropriate
threshold. The difficulty of this approach is to select the
appropriate detection threshold, which needs statistical
analysis to determine.

Therefore, we did a lot of experiment statistics, and got
Per and Pgy under different thresholds, to determine the
appropriate threshold.

Table V analysis showed that Pgy is high when
threshold is selected at 0.70, and by taking threshold of
0.80, although Prp dropped by 0.1%, but the Pgy
increased significantly. Therefore, considering the Pgy
and Prgp, we set detection threshold at 0.75. At this point,
Pey is less than 0.3%, Pgp is less than 0.4%, which can
achieve higher detection performance.

B. The Performance of Detection Algorithm in
Different Periods

To test Pgp, under different attacks period, we can also
use the simulation network topology, the network
configuration parameters are shown in Table IV. The
period of LDoS attack were set at 1s, 1.2s and 1.5s; pulse
width 1=0.2s; attacks start from 20"s. Test the link we
obtained the minimum Round-Trip Time (RTT) =132ms.
Similar with the treatment of getting threshold, we extract
5s long (500 points) from LDoS attack flow and update
once every 5s. With the normal TCP, the 1500
experiment, Pgy and Pgp test results are shown in Table

VI.
TABLE VI.
CORRELATION DETECTION METHOD RESULTS UNDER DIFFERENT
NETWORK ENVIRONMENT

JOURNAL OF SOFTWARE, VOL. 7, NO. 10, OCTOBER 2012

Detect system

User 2 switch (-1?’192.158.20.1 192.168.10.1
= P
I.-I"’ Router
Q User 1 cisco2621 server
ser

Attacker

Figure 8 Test Environment

Linux-based server systems provide Web, Ftp service,
and Web uses Apache, FTP uses Proftp. Other equipment
is shown in Table VII.

B. Detection Performance

In the test, the normal user 1 gets a large file to
download, attacker send LDoS attack. LDoS attack
period=1.1s, pulse width | = 0.2s, attacks start from 20"s.
The minimum RTT of the link equals 132ms. Extract 5s
long (500 points) from composite flow, and update once
every 5s. Signal with the normal TCP we got 200
experiments, Pgy and Pgp test results are shown in Table
VIII, which shows that the detection method based on
correlation has reached higher detection accuracy, and

lower Pgp and Pgy.
TABLE VII.
TEST EQUIPMENT

Period period 1s period 1.2s period 1.5s
Conge:
control Pen Pep Pen Prp Pen Pep
Reno 0.3% 0.3% 0.3% | 0.4% | 0.3% 0.3%
NewReno 0.4% 0.4% 0.4% | 0.3% | 0.4% 0.4%
Sack 0.4% 04% | 04% | 0.4% | 04% | 0.4%

The experiment on Pgy and Pgp under different
congestion control mechanism with a certain attack
period have executed, test results show that the proposed
detection algorithm for LDoS attacks reached lower Pgy
and Pgp, which are less than 0.4%.

V. EXPERIMENTAL SETUP FOR NETWORK TEST

In the last section, the algorithm simulation
experiments demonstrate the feasibility of the
algorithm. In this section, to further test the algorithm, the
actual network is used to test its practical effect and
reliability.

A. Test Environment

The test environment for testing detection system is
shown in Fig 8, where an attacker sends LDoS attacks.
Normal user 1, 2 simulate to access the server's with
normal traffic.

©2012 ACADEMY PUBLISHER

No IP address operating cpu/ Usage
system memory
Fedora P4 send attack
Altack | 192.168.20.3 core9 2.4G/512 traffic
Fedora P4 simulation
Server | 192.168.103 core9 2.4G/512 services
Normal Fedora P4 simulate
user 1 192.168.20.4 core9 2.4G/512 normal flow
Normal Windows P4 simulate
user 2 192.168.20.5 XP 2.4G/512 normal flow
TABLE VIII.
DETECTION RATE IN THE ACTUAL NETWORK ENVIRONMENT
Period Period 1s
Congestion con
Pen Pep
Reno 0.5% 0.5%
NewReno 1% 0%

In this paper, the algorithm only use DFT once and one
bit multiply, computational complexity is O(nLogn),
and proposed the same algorithmic complexity as Yu
Chen*, but less than SUN. H. B™! proposed for the
computational complexity of dynamic time around DTW
algorithm. This algorithm can be seen in the smaller case
of computation and it obtained good detection results.
DFT is also an important parameter to obtain LDoS
attack, for the subsequent development of defense
strategy and it provides a reasonable basis of the data.

VI. SUMMARY

In this paper, a detecting algorithm for the low-rate
TCP attack (LDoS) s proposed. The waveform and
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spectrum of LDoS attacks and normal TCP flow are
analyzed in the time-domain and frequency-domain;
using spectral intervals to period T and the using the
first zero point to get pulse length I which are two
important parameters, and reconstructed signal directly in
the frequency domain; then bit multiplying signal
reconstructed with original signal is used to detect LDoS
attack.

Simulation results show that the detection algorithm
has high detection performance and computational
performance. Main features: (i) detection algorithm for
this attack in different periods, the missing rate is very
low (less than 0.5%), which makes the correlation
detection algorithm can accurately detect attacks. At the
same time, you can estimate the main characteristics of
the attack - attack period T. This work lays a good
foundation to the defense follow-up of attack; (ii) This
detection algorithm for Reno, NewReno and Sack
congestion control of several major false alarm rates are
very low (less than 0.5%). And is widely used not only
for the Reno algorithm by using the newer kernel
algorithm, but also has a strong ability to adapt NewReno
and Sack making a longer period of time in the future on
the impact of normal network behavior is very small; (iii)
the detection computational algorithm compared with the
existing results, with the advantages of lower
computational complexity.
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