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Abstract— Existing approaches on Web services privacy
dominate solutions from a users’ perspective, givin little
consideration to the preferences of Web service pvalers.
The integration of service providers’ preferences ito Web
services’ operations is discussed in this paper. AVeb
service provider indicates peer Web services that icould
interact with as well as the data that they could xchange
with. We focus on Privacy and (trust) Partnership
preferences based on which, we develop a Specificat for
Privacy and Partnership Preferences (S3P). This
specification suggests a list of exceptional actisrto deploy
at run-time when these preferences are not met. An
integration model of these preferences into Web seéices
design is illustrated throughout a running scenarigp and an
implementation framework proves the S3P concept.

Index Terms—Composition,
Preference, Web service.

Partnership, Privacy,

I. INTRODUCTION

In response to the dynamic nature of today's
environments, e.g., sudden drop in network bandwidt
mobility of computing resources, and high rate pier
attacks, we enhanced in the past Web services with
mechanisms that allow them for example to reject
processing users' requests due to their currentyhea
loads, and ask for better rewards due to the prgssi
nature of these requests [13]. In this paper, weicoe
this enhancement with emphasis on why and how
providers of Web services need to express the
preferencesof their Web services. By preference, we
refer to the conditions and terms that regulatepttoper
(and expected as well) use of a Web service. Wsiden
two types of preferencegpartnership that is geared
towards composition, angrivacy that is geared towards
controlling the data flow in composition. As a risu
privacy becomes critical when independent Web sebvi
are put together in the same composition.

Although there is no substantial research on

Web services play a major role in the developmént opartnership issues in compositions (issues likeasgim
loosely-coupled business applications that can scrosjisparity and policy incompatibility are assumedyerly
organization boundaries at run-time. This role isaddressed in this paper), research on privacy sssue

witnessed from the widespread adoption of Web sesvi
in different initiatives [4, 15, 16, 17, 20, 25]o@position

of Web services handles users' requests that cdenot aythorization

satisfied by any single, available Web service, clvhi
requires combining the available Web services.
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through the Platform for Privacy Preferences (P3P,
www.w3.org/P3P and the Enterprise Privacy
Language (EPAL,
www.zurich.ibm.com/security/enterprise-privacy/gpal
initiatives, is still confined to users, only, whiateract
with Web sites [2, 24, 26]. A user would like todkm the
purpose of submitting her credit card number to ebW
site, how long this Web site will retain this numpbleow
she could verify that this number was really delettc.
This way of analyzing privacy overlooks the conceofi
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providers of Web services in terms of (i) what didwair  dynamic service reconfiguration, end-to-end segurit
Web services can receive, (ii) when their Web sexvi privacy, to cite just a few. Our literature reviem the
can forward data, and (iii) what data their Welvieers  particular issue of Web services privacy includegoad
can store. Similar questions can be asked whenumber of research projects such as [3, 5, 6, 814,021,
partnership is analyzed, e.g., with whom Web sews/ic 23, 24, 26, 27, 28]. We found that [21] is the opipject
can interact and for how long. For illustration poeses, that addresses this issue from the perspectiveovigers
let us assume two Web servicesands, along with their  of Web services and not from the perspective ofsueé
respective partnership and privacy preferences. IWeb services.
compliance with these preferencgsnvokess, during an In [3], Benbernou et al. develop a privacy agreemen
agreed upon time period (e.g., 2pm-4pm only) and model for Web services. Despite the increasing rermb
submits data te, becauses, guarantees the deletion of of privacy policies that organizations post on ithaleb
these data within 48 hours. If these preferencaaatsbe  sites, individuals are generally reluctant to disel their
satisfied, eithers, is invited to review its preferences or personal data to these Web sites. In responseiso th
the search for another peer that will interact wdths  reluctance, Benbernou et al.'s privacy-agreemerdemo
initiated. adopts the WS-agreement specification [1], to stms
Previous research on Web services focuses on grivathe importance of defining rights and obligatiofisisers
from a user’'s perspective and always guarantees thewards organizations.
automatic and continuous participation of Web smwi In [6], Chafle et al. discuss the centralized
in compositions. This should not be the case, smudsed orchestration of Web services composition with foon
in this paper. First, the providers question théadhat constraints on the data flows in this compositionthis
their Web services consume and exchange. Secoed, thrchestration, the data are routed through a dentra
providers question the compositions that their Welroordinator that has access to the input/outpwt dasll
services take part in. The same questions may apply the component Web services. Chafle et al. note(that
security issues as well. However, standards in Webertain business scenarios, Web services may have
service security have been extensively addressetfiein restrictions on the source (resp., destinationjhef data
literature. We focus in this paper on privacy isste they receive (resp., send) and (ii) handling these
illustrate the accommodation of preferences in Welrestrictions using current security —mechanisms
services compositions. The approach we propose {gncryption, authentication) is sometimes ineffitielhe
extensible to additional preferences. Our contiiimgt are  solution of Chafle et al. uses three modules
strictly dedicated to Web services and built upon ddecentralizer, topology filtering, and deploymeand
Specification for Privacy and Partnership Prefeesnc splits a composite Web service into a set of pani,
(S3P). S3P usdsgsto represent partnership preferencesone partition per component Web service. A parniti®
of component Web services and pivacy flow to  like a proxy that processes, transforms, and mantue
represent the restrictions on the data flow betweemcoming/outgoing data in compliance with the
component Web services. Main contributions areestrictions imposed on a component Web servicetlaad

summarized as follows: data requirements of a composite Web service.
« Identify arguments that reflect Web services' In [8], Hamadi et al. develop privacy-aware protsco
partnership and privacy preferences. for Web services. Like other researchers, they tioad

« Develop a set of corrective actions to take wherfi) Internet users have concerns about their paisdata
partnership or privacy preferences arebeing collected and managed by various organizstion
unsatisfied at run-time. and (ii) a small number of Web sites offer real Web

« Provide graphical means to illustrate partnershigservices that could be used to investigate privay its
and privacy preferences during the modeling ofmpact on Web services acceptance by the IT ingustr
component and composite Web services. and users. To remedy this lack of real Web seryices

The remainder of this paper is organized as followsHamadi et al. study some B2C Web sites/portals like

Section 2 is an overview of some related work. i8ac ~ Amazon.com along with their privacy policy docuneent
discusses preference integration into Web servicekheir response to privacy is a modeling technidueséd
operation through the adoption of the S3P. Exampfes ©On state chart) that (i) captures privacy abstwastiwhile
preference arguments and satisfaction of thesemagts ~ describing the operation of a Web service andi@aves
are, also, discussed in this section. Section #iges a these abstractions into this operation.

proof of concept to test the feasibility of the S8ally, In [24], Xu et al. note that privacy concerns oérss
Section 5 draws some concluding remarks and idestif need to be handled while the development of cortposi
some future research work. Web services is in progress. The number of people w
access the Web continues to grow, which has exatsstb
Il. RELATED WORK these concerns. To address this exacerbation afRd P3

_ _ ) N shortcomings, Xu et al. develop privacy-conscious

Web services provide unique opportunities to extengomposite Web services. When a user submits dada to
Web applications dynamically, but face some chasn \yep service, the user would make sure that thetseada

that compromise their effectiveness to cross owgdiln  managed according to her privacy preferences. T th

boundaries and computing platforms [20]. Thesesng, the user requests the model of a Web servitieas
challenges include automated discovery of services,

©2012 ACADEMY PUBLISHER
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she knows how this Web service processes and shares
data. In their work, automated techniques check the
compliance of a Web service's model with a user's
privacy preferences. If the check succeeds, theg use -«
forwards her request to the Web service for prangss
Otherwise, the user forwards the violation as an
obligation to the composite Web service for further
actions.

In [27] Liu et al. emphasize that the increased afse
Web services has meant that more and more personal
information of consumers is being requested andesha
with these Web services’ providers. Thus it isicait to
guarantee that the private data of consumers diexteal,
used and disclosed according to strict policiese Th
authors suggest developing a minimal privacy
authorization that still permits achieving the ftional
goals. Authorization policies to specify privacyvileges
and trust relationships among services are used.

Although the aforementioned approaches offer a
snapshot of the initiatives on Web services' pesfees
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from the compositions that last more than
expected and participates in other compositions
should this become possible.

Invocation-period argument: to maintain a
certain level of QoS [18, 22], a Web service sets
different time periods (e.g., off peak, peak) to
process requests. These periods are based on
business hours, computing resources
availabilities, etc.

Payment-modargument: in return to processing
requests, a Web service is compensated either (i)
instantly after these requests are complete or (i)
deferred until the successful completion of the
composition in  which this Web service
participates now. In case of composition failure,
the Web service requests
compensation/cancelation charges on top of its
regular charges. If the Web service turns out the
source of the failure, then it will be subject to
financial penalties.

with emphasis on privacy, there is no clear visibat Privacy preferences are related to the data thai We
articulates how these preferences should be loaked services exchange in compositions. The following ar
from the particular perspective of providers of Webexamples of privacy arguments:

services. The work of Rezgui et al. is, to a cartitent, .
the only one that embraces this perspective by
highlighting the concerns of providers in termsdaita

usage, storage, and disclosure [21]. However questi .
like what privacy preferences are appropriate foebwW
services, how these preferences are reviewed im afs
no-satisfaction at run time, and how these pref@smre R
modeled, are left unanswered and solutions areigedv

on a case-by-case basis.

Ill. PREFERENCE INTEGRATION INTO WEB SERVICES
THROUGH S3P

This section consists of three parts. First, weppse
some arguments that show Web services' partnesasitp
privacy preferences. Then, we illustrate these rasnis
using a running example. Finally, we work out arPS3
instance of this example based on these arguments.

A. Preference arguments .

In Section 1, partnership and privacy are introduas
types of preferences. In the following, we suggeshe
arguments per type of preference and show how the
operation of a Web service is restricted if these
preference arguments turn out unsatisfied at mmestilt
should be noted that preference arguments should be
defined using a dedicated ontology but this isidetshis
paper's scope.

Partnership  preferences are related to the
compositions that Web services take part in. Some
examples of partnership arguments are as the folipw

» Participation-duration argument: because Web
services can engage in long-running
compositions that last days and even weeks [12,
19], a Web service sets the maximum time that it
will remain committed to a composition whether
this composition is complete or not. By doing
this, the Web service disengages automatically

©2012 ACADEMY PUBLISHER

Data-sourceargument: a Web service sets a list
of peers from which it accepts data without
checking their “credentials” [7, 11].
Data-destinatiomrargument: a Web service sets a
list of peers for which it forwards data without
checking their “credentials” [7, 11].
Data-retention-period-at-destinationargument:

a Web service sets a time frame for the
destination peers to retain its data whether these
data are updated or not. Afterwards, these data
should be either deleted or forwarded. In the
case of data forward, the privacy preferences of
both sender and destination peers need to be
satisfied. To counter-balancelata-retention-
period-at-destinationargument that a sender
Web service announces, each recipient Web
service announces itdata-retention-period-at-
receptionargument as well.
Data-disclosure-distance argument: a Web
service sets the maximum distance (e.g., number
of edges that correspond to dependencies) for its
data to be disclosed from one peer to another
without seeking its direct approval. For example,
in Figure 1 (we adopt state chart in our work [9];
states and transitions correspond to component
Web services and dependencies between these
component Web services, respectivelyata-
disclosure-distancefor s; is set to 2, which
means data ofs; are disclosed to its direct
connected peers (i.es) and the next direct
connected peers (i.e and s). To counter-
balancedata-disclosure-distancargument, each
recipient Web service announces itata-
destination argument so that the sender Web
service approves the peers included in this
argument.



1432 JOURNAL OF SOFTWARE, VOL. 7, NO. 7, JULY 2012

It should be noted thatdata-source and data- allocated, number of guests expected, and type
destinationarguments are critical in peer-to-peer-based of cuisine.
composition. This is not the case in centralizesea 2. GuestWSsends invitees invitations, keeps track
composition where Web services might not know with of the confirmed ones, and follows-up on the
whom they interact. Interactions in this compositare unconfirmed ones through reminders.
routed through a central component. 3. PlaceBookingWsSlooks for a place to host the
cookout party, books the place, and completes

sdistance = 2

® the necessary paperwork like payment.
S 4. WeatherWSchecks the weather forecast for the

day of the cookout party. In case of bad weather,
the party takes place at the student's place.

C Figure 2 represents the specification of the bussine
logic that underpins the cookout-party compositisame
) dependencies include: the party does not take place
B. Running example: cookout party without checking the weather forecast on a spediite,

Our running example identifies a university studentand the quantity of food to prepare depends on the
who organizes a cookout party for her recent grdina number of guests confirmed. For illustration pugssve
The list of Web services implementing this partyinstantiate the preference argumentsCateringWSand
includes: PlaceBookingWs

1. CateringWSs looks for and contacts catering

companies according to criteria such as budget

Figure 1. lllustration oflata-disclosure-distancargument

WeatherWS PlaceBookingWS GuestWS CateringWS

weather booking confirmation

Bad weather

Figure 2. Specification of the cookout-party comfios

CateringW$ partnership preferences are as follows: concernsprinciple since the revised specification of this
« Participation-durationargument: 48 hours -- if Web service is strongly coupled to privacy detafls.a
the execution of the cookout-party compositionresult, changes in these details affect this spetibn
lasts more than 48 hourateringWs will and vice-versa To address this limitation, our approach
disengage from the composition. A remedy tofor handling Web services' preferences takes twoits)
this “expected” disengagement needs to benamely the specification of a composition and the
planned by the composition engineer by forpreferences of each component Web service in this
example negotiating a longer engagement periodomposition, and produces one output, which isSBP

with CateringWs of this composition. An S3P is independent from the
«  Invocation-periodargument: null. specification of a composition (i.dgosely coupled In
« Payment-mode argument: deferred .. an S3P,tags anchored to component Web services

CateringWS expects payment after the correspond to partnership preferences and pieacy
composition completes successfully. In case oflow corresponds to the application of privacy prefeesn
failure that leads into cancelatioBateringWS 0On the data flow between the component Web servines
charges additional fees because of the penaltfe following, we establish the S3P for the cookpaitty
included in the agreement with the cateringusingCateringWSandPlaceBookingW.s

company. Partnership preferencesThey are represented with
PlaceBookingWs privacy preferences are as follows: tags in the S3P. Each tag is structured as foliovable
«  Data-sourceargument: null. 1): (i) argument name, (ii) preference type, @idrrective
. Data-destinatiorargumentGuestws actions to take shown in italig if the preference is

unsatisfied at run time, and (iv) the authority ttha
executes the corrective actions. For example inerab
Tag #2invocation-periodargumentCateringWSeceives

an invocation request from the composite Web servic
However, this request does not fall within the ication
period that was agreed-upon between both. As per th
corrective actions for this argumer@@ZateringWSeither

C. S3P Establishment rejectsthe request oapplies extra fees if it accepts to

In Section 2, we mentioned how Hamadi et al. injecProcess this request. The extra fees are on tofheof
privacy details into the specification (which issbe on regular fees thaCateringWScharges and reports using
state chart) of a Web service [8]. Unfortunatelyist Payment-modargument (Tag #3).
injection does not comply with theseparation-of-

« Data-retention-period-at-destinatiorargument:
up to 1 month from date of receipt.

e Data-disclosure-distancargument: 2 -- Data of
PlaceBookingWS are transferred through
GuestWSaip toCateringWSwithout the approval
of PlaceBookingWs

©2012 ACADEMY PUBLISHER
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TABLE 1.
STRUCTURE OF TAGS ANCHORED TO WEB SERVICES
Preference ) . .

# Argument name type Corrective actions Authority
participation partnership | If participation-duration exceeded Composite
duration Then replacecomponent WS WS

2 | invocation period partnership | If request falls outside the agreed upon period Component

Then rejectinvocationxor apply extra fees on the WS
composite WS

3 | payment mode partnership | If late payment Component

Then apply penalties on the composite WS WS

4 | data retention privacy If retention-duration exceeded Component
period Then apply penalties on the destination WS ws
(at destination) (source)

Privacy preferencesBecause of the use of state chartsVeb services. A generic Web service is limited to
(in case of Petri-Nets, places and transitions W#l conveying data from one Web service to anotherowith
adopted instead of states and transitions) to fpeciacting on these data. Exceptta-retention-period-at-
compositions (Figure 2), the privacy flow of thePSB  destinationargument that is handled using a tag (Table 1,
obtained by (i) addingnew direct links (i.e., transitions) Tag #4), handling the other privacy arguments calis
between the component Web services (i.e., stateg)i)  developing a dedicated flow (Figure 3):
adding generic Web services between the component

_ W
\4
(i) (s )}
P A PT
KLy o LEy
L _®)_ —LGeneric WS J B)_ J
Legend - —
—
&] Partnership tag  —— —>= Privacy flow
Figure 3. Handling Web services’ preferences
e« Case of adding a new linkFigure 3-(A)): In the following, we present two algorithms to hiend

WeatherWS sets data-disclosure-distance privacy preferences with focus odata-disclosure-
argument to 1, i.e., data to disclose up todistance and  data-retention-period-at-destination
PlaceBookingWnd GuestwS(in case of bad arguments. We map a composition specification ,(e.g.
weather). HoweveiGuestWSequires data input Figure 2) onto a grap®=(N,E). In this graph the nodes
from WeatherWSn case of fine weather so that N and edgesE correspond to Web services and
it informs the invitees of the location of the part dependencies between these Web services, respgctive
(in case of fine weather, there is no direct linkEach edge is a couple of the fors,5> where the edge
between WeatherWS and GuestW$ This is directed froms to s. Furthermore, the graph has two
location is a data input fdBuestWSTo satisfy  unique nodesSTARTand END. STARTnode has no
this preference, a direct link (a transition) thatpredecessors where&ND node has no successors. The
forms the privacy flow is added to the S3P fromgraph is supposed to meet two basic conditiongv@ry
WeatherWSo GuestWSFigure 3-(A)). Adding node in the graph is directly or indirectly readieafbom
this link requires thatGuestWSsatisfiesdata- STARTnhode, and (iEND node is reachable from every
destinationargument ofVeatherWs node in the graph.

« Case of adding a generic Web senfEegure 3- In the algorithm for handlingata-disclosure-distance
(B)): GuestWSoes not satisfgata-destination argument (Figure 4), the following functions areeds
argument ofWeatherWS so the exchange of Indirect-Neighbor(y, Input-Data(s), Output-Datds),
data through the existing link between these twddistance(Path(sl[s]n,s)), Connect(ss), and
Web services violates this preference. To deafonnect(ss,s). This algorithm checks the data
with this violation, two options exist: (i) submit dependencies between Web services and establighes,
data viaPlaceBookingWSwhich is the current necessary, new connections either direct or intlirec
case in Figure 2, or (ii) introduce a generic Webbetween these Web services so tdata-disclosure-
service fromWeatherWSo GuestWSIn either ~ distanceargument is satisfied at run-time.

case, it is required thalata-disclosure-distance 1. Indirect-Neighbor(3: returns the set of Web
argument is greater to one. Otherwise, this services that are indirectly connected $o
privacy preference cannot be satisfied. through other Web servicg®,n) with 0 andn

standing for minimum and maximum,

©2012 ACADEMY PUBLISHER
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Web services. This indirect transition is added
to meet some privacy requirements.
In the algorithm for handlinglata-retention-period-

respectively. This set permits forming paths
(Path(s,0[s]n,s)), needs to be pruned from
duplicate paths, and could be empty. The set of

all the paths is stored for later uses lands are
directly connected, Indirect-Neighbor(g is
equal tod, i.e., zero services between them.
Input-Data(s): returns the set of data that
requires for functioning.

Output-Datds): returns the set of data that
returns after functioning.

Distance(Path(sl[s]n,s)): returns a set of

at-destination argument
functions are used on top bfput-Data(s) and Output-
Data(s) that were introduced earliébirect-Neighbor(g,
Check-Duration(ss), Pass(ss), andRelax-Duration(.

This algorithm checks the data dependencies between
Web services and either authorizes the flow of data
between these Web services or invites some Welirssrv

to review their retention periods of the data thexgeive.

(Figure 5), the following

numerical values that represent the numbers of 1. Direct-Neighbor(g: returns the set of Web
Web services that separadrom s (distance at services that are directly connectedsto

least greater or equal to one). These numbers 2. Check-Duration(ss): verifies that data-
illustrate the shortest and longest paths between retention-period-at-destinatioargument of5 is

s ands. in agreement with data-retention-period-at-
Connect(ss): permits to form a new direct receptionargument of;.

transition betweers and 5. This transition is 3. Pass(ss): submits data frors to s.

added to meet some privacy requirements. 4. Relax-Duration(3: is an invitation to the

Connect(ss,g): permits to form a new indirect
transition betweers and 5 through a generic

provider ofs to relax itsdata-retention-period-
at-receptionargument.

Proc Data-Disclosure-Distanceg)
Input: INeighy: set of all indirect neighbors ®
Input: Path;: set of all paths that come outsf
Auxiliary: i, j: integer
Begin
INeighsi — O
Path,i — @
INeigh; < Indirect-Neighborg)
Path; < Indirect-Neighborg)
For eachs in INeigh;; do
If Output-Dateg) N Input-Datag) <> @then
Il needs data fromg
If Data-Disclosure-Distancg) < Distance((Patls(1[...]ns))) then
/15 is not supposed to receive data frgm
Connecf(s,s)
/[Figure 3-(A) case, establishes a new dependesivydens ands
/lthis assumes thataccepts to interact directly with
/las perdata-destination privacpreference
Else
If (Path,1[...]ns) exists)
and (Distance((Patls1[...]Jns))) <= Data-Disclosure-Distancg)) then
//[Find a path that already connestands and
[Iverify if this path does not violatata-disclosure-distancgreference
UsgPath(s,1[...]ns))
Else
Conneci(s,Generic-W)
//No path exists so establish a new dependencydegisvands; through a generic WS
/[Figure 3-(B) case
End if
End if
End if
End for
End

Figure 4. Algorithm for handlindata-disclosure-distancargument

©2012 ACADEMY PUBLISHER
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Proc Data-Retention-Period-at-Destinationg)
Input: DNeighy;: set of all direct neighbors &

Auxiliary: i, j: integer
Begin
DNeigh; — @

For eachs in DNeigh; do

Ils needs data frorg

Pasgs.s)
Else

Relax-Duration(s)

End if
End if
End for
End

DNeigh; < Direct-Neighbory)
If Output-Datag) N Input-Datag) <>@then

If Check-Duratiorg,s) then
Il ands data durations are in agreement

/s ands data durations are not in agreement
/15 is invited to relax its data retention duratior

Figure 5. Algorithm for handlindata-retention-period-at-destinatiaargument

D. Formalization

This section formalizes the concepts and definition
given in the previous sections.

1. Based on Figure 2 that shows a state chart-based
specification of a composite Web service, we define

this specification as a

5-tupleCWS =
<WS,L,T,w8F> where:

WSis a finite set of states that correspond to

Web services' names;

- w<is the initial Web service VS

- F € WSis the set of final Web services;

- Lis aset of labels;

- T< WS *L*WSs the transition relation.
Each transitiort=(ws>,|,ws?) consists of a
source Web servicavs™ € WS a target
Web servicews?® € WS and a transition
labell € L.

ii. valueis a value (numerical, string,
etc.) assigned to the partnership
name.

iii. description is a
description  of

narrative
the partnership

preference.

iv. c.action is a list of corrective
actions to take when the
partnership preference is
unsatisfied.

v. authority is the body in charge of
executing the list of corrective
actions when the partnership
preference is unsatisfied.

vi. Ontrefers to the ontology defining
the partnership preference.

- PRPis the set ofPrivacy Preferences.

Its definition is similar tdPAP.

Example 1: Figure 2 is a state chart of the3. A privacy flow, denoted aBF, of a composite Web

specification of the cookout-party composite
Web-service. Several states lik&/eatherWS
(initial state) andCateringWS(final state) and
several transitions like (WeatherWs
NiceWeatherPlaceBookingWSjre represented.
In this transition example WeatherWSand
PlaceBookingWSare the source and target
states, respectively, and8lliceWeatheris the
transition's label.
2. A preference modelPM,
<PAP,PRP>where:

is denoted asPM =

- PAP is the set of partnership preferences.

Given a composite Web service
specificationCWS a partnership preference
pap of a component Web servicd/S in
CWS is a tuple papys =
(name,value,description,c.action,authority,
Ont) where:

i. name is the name of the

partnership preference.

©2012 ACADEMY PUBLISHER

service CWS is a 5-tuple PFews =
<WS°F1 Ler, TorWspe, Fpr> Where:
WSris a finite set of states that correspond
to Web services' names; three exclusive
cases could exist R$ represents the
cardinality of the seP):

i. [WSg = WS; the number of Web
services in the privacy flow is
equal to the number of Web
services in the specification of the
composite Web service.

i. WS < WS; the number of Web
services in the privacy flow is less
than the number of Web services in
the specification of the composite
Web service. The privacy flow
requires less Web services (Figure
3-(A)).
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iii. |[WSg > WS; the number of Web IntermediaryWSare the source and target states,
services in the privacy flow is respectively, an@, is the transition's label.
greater than the number of Web
services in the specification of the V. APPROACH VALIDATION

composite Web service. The
privacy flow requires more Web
services (Figure 3-(B)).

- wse£lis the initial Web service iWS;

- Fpe € WSis the set of final Web services;

- Lpris a set of labels; like the three cases tha
feature the relationship betweddS- and
WS similar cases apply o andL.

- Tpr € WS * Lpe * WSs is the transition
relation. =~ Each  transition tpz =  A. System Architecture
(WSP_FsrC"PF""S’%tht) consists of a source Web  The modules that constitute the architecture of the
ServiCewsr = € WS, a target Web service gystem are shown in Figure 6. These modules are:
wsr? € WS, and a transition labébs € ServiceDesigninterface, BusinessLogicModeler
Lpr. ) ) InteractionPreferencesModeler and ServiceManager

Example 2: Figure 3 is a state chart of therne first module provides a Graphical User Intesféar

specification of the privacy flow of the cookout- geyice engineers (or providers) to design Webisesy

party composite Web-service. Several states likehe second module assists service engineers spuify

WeatherWSinitial state) andCateringWs(final gt the business logic of compositions. The tiiadule

state) ~and  several  transitions like (ake5 the specification of a Web service and isjett

(WeatherWS.BGenericWShre included. In this  yith preferences. The last module manages the

transition  example, WeatherWS and (egistration and repository of composite Web sesic

To validate the integration of preferences into Web
services, we describe in this section the architecof
the system through a proof of concept which we
implemented. The implementation is designed as & We
pplication based on JEE framework. JSP (Java Berve
ages) is used to create interfaces for provigdedesign
and compose Web services. Java Servlets are used fo
managing the flow of service composition.

BusinessLogicModeler

=1L

&

Service DCSigﬂ Interactions 3
Interface . — Composite ;.f,

N - |o€08>0'| |'O<gog>o| Web setvices E
Service engineer specifications 3’&

J

InteractionPreferenceModeler

Figure 6. System Architecture

A set of preferences for participating Web serviaes
defined where each individual preference hamame

The prototype is implemented with a two-fold descriptionand propertiesas XML tags. The properties
objective which is to prove the architectural fedsy of  define attributes of a particular preference.
injecting preferences into Web services and todeadi The InteractionPreferencesModelenodule executes
the satisfaction of these preferences at run-tiflee  the functionalities of tagging the component Web
implementation is designed as a Web applicatio®? JSseryices with partnership preferences and addirgy th
(Java Server Pages) is used to create interfaces fgrivacy flow to the initial specification. This she the
providers to design and compose Web servicegonsequences of applying privacy preferences odate
Operations of various modules are implemented witlhxchange between the component Web services. @ace t
Java Servlets for managing the composition, flow Ofpreferences are set, these are injected by the
services and injecting preferences. For illusteativ nteractionPreferencesModeler into  the  respective
purposes we explain theteractionPreferencesModeler component Web service.
module here. The component Web service injected with the

The following assumptions are made: i) only onepreferences will be positioned as a part of the Web
instance of each Web service is considered anthé) composition based on the Business Logic given ey th

flow of preferences for this implementation is #8Wwn  providers. An example of the preferences that cdngd
in Figure 3, without the branching to t@enericWS. injected is shown below.

B. Implementation Prototype
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<CateringWs> Date —
e & Web
<Preferences> Time service

<preference prefld="124">

<name>Partnership</name>
<description> ... </description> @

<properties>
Place >
Booking
Web @Home
service
Registered

~—0

<Participation-duration> ...
</Participation-duration >

<Invocation-period> ...
</Invocation-period>

<Payment-mode> ... </Payment-mode>
</properties> Resorts i
</preference> Select
<preference prefld="125"> Venue
<name>Privacy</name>
<description> ... </description> i
<pr0perties> Confirm
<Data-source> ... </Data-source> Payment
<Data-destination> ... Y
</Data-destination> et
<Data-retention-period> ... Venue Details
</Data-retention-period>
<Data-disclosure-distance> ... Figure 7. Service composition flow (1)
</Data-disclosure-distance>
</properties> V. CONCLUSION
</preference> '
</Preferences> In a dynamic environment like the Internet software
. components including Web services need to be diven
</CateringWs> opportunity of specifying their preferences: wittham

) . . . they like to interact, what data they like to raleawhat
The flow diagram shown in Figure 7 for service oqests they like to process, etc. Through the B8P

composition describes an operation Olassisted Web services in defining and verifyingirthe
InteractionPreferencesModelenodule. preferences at run-time. We suggested two types of
C. Discussion preferences, partnership geared towards satisfying

With the design and implementation of the propose&ompqsition requirements, and privacy geared toward
satisfying data exchange requirements. In terms of

system architecture, the various possibilities gisB8P J s ; - .
for Web service composition were explored. It wasgg?\:ir(':bel;t,'Orr]gf‘evr\’:nf:smgf\?elaggg;ng‘:rseiﬁ}e'Ifgg)vn\;fg
realized that the use of a standard protocol feciging P ' P

and injecting preferences, universally accepteduldvo Whetn thes_((ej p(jreferer#:esi are not fat'sngdi ?t?d).d‘fmt
enable the widespread use and control of Web serviéeas provided graphical means 10 model Ihe integra
composition. It is evident that, the number Ofof these preferences into Web services de5|gn. €Thes
participating Web services and the respective peafse nl?vzrls ﬁ‘(l)or\:\?st?wg?ds;?)vtggi;\?vat dlz;ge:‘l(\)/gve%;c\e/\:\efgs{/\?‘:b
parameters affect the turnaround time for the ssfoé P y

composition of Web services. The use of a busines%ewices.' The privacy ﬂ(.)W. compl_ies fully with the
modeling language such as BPEL (Business Proce paration of concerns prmuplg_. It is loosely med to
Execution Language) would enhance the standardizati € busmes§ Iog|_c of compositions, and_ hence @n b
of the architecture for integration of businesscpsses am:ended W'm no |mpacl'i on thelse compositions. haoci
with Web services. This also improves the possibgdiof th n term t9 utu:_e work, vvte P anfto C‘t"ﬁ‘“t.”“e ziet;] d:]gc'
modeling preferences of participant behavior inifess € corrective actions per type of restriction er

interactions. With the dynamic changes in prefeeenc improve the prototype. Another direction is abobe t

and the changes n polcy we_ achieved vaying GECOTS, 00T Soncens et eenion et
composition partnership and privacy informatiorwflat P yp oy

runtime. Integrating the composition of Web sersice use of the sender's data beyond a certain timeogeri

with the preferences of the providers using S3P wa hecking the imple_m_entat_ion of such restrictions
successfully demonstrated using this framework. assumes that the recipient is trustworthy and takes

needed actions in responses to the restrictionsatkaput
on the data it receives. For instance, it coulddsen
notification when data are deleted or forwardedtHe
opposite case, the recipient could retain dataldnger
periods of time, change data if it is of type taskeen,
etc. In that case, the sender Web service coulg-stamp
its data with a validity period.
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