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Abstract—An aggregate signature provides a method for 
combining n signatures of n different messages from n 
different signers into one signature of unit length. The main 
benefit of such schemes is that they allow bandwidth and 
computational savings. There exist several trials for the 
construction of ID-based aggregate signature schemes so far. 
Unfortunately, the computational complexity and (or) 
signature length of these schemes grow linearly with the 
number of signers. This paper focuses on the solution of 
these problems and proposes a new ID-based sequential 
aggregate signature scheme based on IB-mRSA. It is 
compatible with RSA and has the fixed signature length. 
The security analysis shows that it is secure in the random 
oracle model with the assumption of classical RSA.  
 
Index Terms—ID-based cryptography, digital signature, 
aggregate signature, RSA 

I.  INTRODUCTION 

An aggregate signature, primitively proposed by 
Boneh et al.[2], is a signature that support aggregation: 
Given n signatures on n distinct messages from n distinct 
users, it is possible to aggregate all these signatures into 
one signature. Such a signature (and all the original 
messages) will convince any verifier that the n users did 
signed the n original messages. Thus an aggregate 
signature provides non-repudiation at once on many 
different messages by many users. Aggregate signatures 
are useful for reducing the size of certificate chains (by 
aggregating all signatures in the chain) and for reducing 
message size in secure routing protocols such as SBGP[1], 
etc. However, such aggregation technique is only used by 
the verifier after all the individual signatures having been 
finished, while the individual signatures have to be sent 
along with the signed messages. This is restricted in the 
environment of low bandwidth and storage. Lysyanskaya 
et al. proposed a sequential aggregate signature scheme 
from trapdoor permutations [3]. A sequential aggregate 
signature is in fact an aggregate signature that signature 
aggregation can be done during the signing process. Each 
signer in turn sequentially adds his signature to the 

current aggregation. Aggregation of the individual 
signatures is performed incrementally and sequentially. In 
a sequential aggregate signature scheme, signing and 
aggregation are finished at the same time and only the 
aggregated signature is to be sent to the next signer. 

The concept of identity (ID)-based cryptography was 
first introduced by Shamir [5] in 1984. Its aim is to 
eliminate the need for public key certificates by allowing 
a public key to be uniquely derived from a user’s identity 
information. ID-based public key setting can be a good 
alternative for certificate-based public key setting, 
especially when efficient key management and moderate 
security are required. Many ID-based encryption and 
signature schemes [6-13] have been proposed since 1984. 
But none of them provides efficient solutions to revoke a 
user’s identity. Boneh et al. [14] proposed an ID-based 
mediated RSA (IB-mRSA) scheme. IB-mRSA is a 
practical and RSA [4] compatible method of splitting the 
private key corresponding to a user’s ID between the user 
and the security mediator (SEM). Neither the user nor the 
SEM knows the factorization of the RSA modulus and 
neither can sign/decrypt message without the other’s help. 
IB-mRSA not only presents a practical ID-based 
cryptography, but also provides an efficient solution to 
the fast revocation of a user’s ID.  

There exist several trials for constructing ID-based 
aggregate signature schemes [15-20] so far. However, the 
schemes are not quite ID-based aggregate signature 
schemes in the original sense of [2] since they require an 
additional communication round to aggregate random 
parts of ID-based signatures provided by multiple signers 
into a single element [15], or a certain synchronization 
for sharing the same random string [20], or their signature 
length grows linearly with the number of signers [16-19]. 
In fact, the most difficult issue in the construction of such 
a scheme is how to reduce the aggregate signature length 
from ( )O n to (1)O for n  signers. This paper focuses on the 
solution of this issue. To see the difficulty, we note that 
almost all the previous ID-based aggregate signature 
schemes are constructed from some ID-based signature 
schemes based on bilinear pairing, and these schemes, 
unlike BLS signature scheme [21], are not deterministic. 
If each successive signer contributed a randomness to the 
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aggregate signature in a trivial way, this randomness 
would cause the size of the signature to grow linearly 
with n . IB-mRSA is a deterministic ID-based signature 
scheme. It allows multiple users of the system to share 
the same modulus, and each private-public key pair 
corresponding to an ID is generated by a trusted Private 
Key Generator (PKG), not by the signer himself, which 
guarantees each trapdoor permutation is a certified one. 
These properties of IB-mRSA provide us a good way to 
realize the construction of an ID-based sequential 
aggregate signature scheme using the method given in [3]. 

II. IB-MRSA SIGNATURE SCHEME 

The main idea behind IB-mRSA is to introduce a 
security mediator (SEM) in classical RSA. The private 
key corresponding to a user’s ID is divided into two parts 
by PKG. One part is given to the user and the other is 
given to SEM. Neither the user nor SEM can sign/decrypt 
a message without the other’s help. As a result, a user’s 
ID (i.e. sign/decrypt capability) can be immediately 
revoked by asking SEM not to help him any more. To 
prepare for our scheme, we first give a review of IB-
mRSA as follows. 

Setup: Given a security parameter κ , PKG randomly 
chooses a κ -bit RSA modulus n pq= , where p and q are 
two / 2κ -bit primes. Define two hash functions: 

1 :{0,1} {0,1}lH ∗ → , 2 :{0,1} nH ∗ → Z  
where l is a parameter depending on κ . PKG broadcasts 

1 2, ,n H H . 
Extract: Given a user’s identity ID, PKG computes 

10 || ( ) ||1se H ID=  and 1 mod ( )d e nϕ−= , where - -1s k l= . 
Then it chooses a number *

u R nd ∈ Z  and computes 
( )mod ( )s ud d d nϕ= − . ud  and ( ,  )sd ID  are secretly sent to 

the user and SEM, respectively. 
Sign: To sign a message m, the signer sends m  along 

with his ID to SEM. They perform the following tasks in 
parallel. 

—SEM first checks that the signer’s ID has not been 
revoked. It then computes 2( ) modsd

sSig H m n=  and sends 
it back to the signer.  

 —The signer computes 2 ( ) modud
uSig H m n=  and 

( )mods uSig Sig nσ = ⋅ . It checks whether 2 ( ) modeH m nσ= . 
If so, the signature on m under ID is set to beσ .  

Verify: Given a signature σ  of message m under ID, 
the verifier computes 10 || ( ) ||1se H ID= . He accepts the 
signature if 2 ( ) modeH m nσ= . 

Theorem 1. The IB-mRSA signature scheme is 
unforgeable in the random oracle model under the 
assumption of classical RSA. 

Proof: Note that the IB-mRSA signature is in fact a 
(2,2) threshold signature. A threshold signature scheme is 
unforgeable if the underlying signature scheme is secure 
and the threshold signature is simulatable [17]. The 
underlying signature is a classical RSA signature. In the 
following, we need only to show that the IB-mRSA 
signature is simulatable. 

To prove the simulatability of the IB-mRSA signature 
scheme, we construct a simulator SIM to simulate the IB-
mRSA signature generation protocol Sign. Suppose that 
an adversary A has corrupted a signer whose identity is 
ID. His goal is to forge a signature of this signer without 
the help of SEM. The view of an adversary A consists of 
the message m, the modulus n, the signer’s public-private 
key pair ( , )ue d , and the signature σ  of m under ID. Let 

( ( , , , ), )A uVIEW Sign n e d m σ denote all the information that A 
is able to get. SIM’s inputs are the message m, the 
modulus n, the signer’s public-private key pair ( , )ue d , 
and the signature σ . Let ( , , , , )uSIM n e d m σ  denote all the 
information produced by the simulator. The following 
description shows that ( ( , , , ), )A uVIEW Sign n e d m σ  is 
computationally indistinguishable from ( , , , , )uSIM n e d m σ . 

On the one hand, the partial signatures given by the 
signer and SEM are  

2 ( ) modud
uSig H m n= , 2 ( ) modsd

sSig H m n= . 
Both are random numbers in nZ  since ud is randomly 
chosen from nZ  and ( )mod ( )s ud d d nϕ= − ; On the other 
hand, the partial signature of the corrupted user in SIM 
can be computed as 2 ( ) modud

uSig H m n′ = , and the partial 
signature of the SEM in SIM is sSig′  such that 

( )mods uSig Sig nσ ′ ′= ⋅ . They are also random numbers in 

nZ . Therefore, uSig , sSig , uSig′  and sSig′ have the same 
distribution in nZ . 

We recall that it is completely insecure to have a 
common modulus for several users in classical RSA since 
the knowledge of a single private-public key pair allows a 
user to factor the modulus. However, IB-mRSA allows 
multiple users to share the same modulus since neither 
the users nor SEM is able to completely know the private 
key corresponding to an ID. Note that collusion between 
a user and SEM would result in a total break of the whole 
scheme. Therefore, SEM here must be assumed to be a 
totally trusted and secure entity and no user is able to 
compromise it. 

III. ID-BASED SEQUENTIAL AGGREGATE SIGNATURE 

We introduce the definition of an ID-based sequential 
aggregate signature and present its security model in this 
section. 

A.Definition of ID-Based Sequential Aggregate Signature 
An ID-based sequential aggregate signature can be 

viewed as a combination of a sequential aggregate 
signature and an ID-based signature. Namely, it is a 
sequential aggregate signature, but, all the public keys are 
the users’ IDs. It generally consists of four algorithms: 
Setup, Extract, Aggregate Signing and Aggregate Verify. 

Setup: Given a security parameterκ , PKG generates 
and publishes the system parameters. 

Extract: Given an identity iID  of a user iU , PKG 
generates a private key isk  corresponding to iID  and 
secretly sends it to iU . 
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Aggregate Signing: Signing and aggregation is a 
combined operation. The operation takes as inputs a 
private key isk , a message im  to sign, and a sequential 
aggregate signature σ ′ on messages 1 2 1, , , im m m −  under 

1 2 1, , , iID ID ID − , where 1m  is the inmost message. It adds 
a signature on im  under iID  and outputs a sequential 
aggregate signature σ  on all messages 1 2, , , im m m . 

Aggregate Verify: Verifies that σ  is a valid 
sequential aggregate signature on messages 1 2, , , im m m  
under 1 2, , , iID ID ID . 

B. Security of ID-Based Sequential Aggregate Signature  
The security of an ID-based sequential aggregate 

signature scheme is defined as the non-existence of an 
adversary capable of existentially forging an ID-based 
sequential aggregate signature. Existential forgery here 
means that the adversary attempts to forge a sequential 
aggregate signature, on some messages of his choice, 
under some set of IDs. 

Similar to [3], we formalize the security model of an 
ID-based sequential aggregate signature scheme as 
sequential aggregate chosen ID security. In this model, 
the adversary A is first given an ID. His goal is the 
existential forgery of an ID-based sequential aggregate 
signature. We give A the power of choosing all IDs 
expect the challenge ID. The adversary is also given 
access to a sequential aggregate signing oracle on the 
challenge ID. We say the adversary succeeded if he won 
the following game. 

Setup. The adversary A is provided with an ID, 
generated at random. 

Queries. Proceeding adaptively, A can request the 
public-private key pairs corresponding to some IDs 
except the provided ID. A can also request the sequential 
aggregate signatures under these IDs on messages of his 
adaptive choice. For each query, we allow A to supply a 
sequential aggregate signature σ ′ on some messages 

1 2 1, , , im m m −  under some distinct identities 

1 2 1, , , iID ID ID −  and an additional message im  to be 
signed under ID. 

Responses. Finally, A outputs j distinct identities 
1 2, , , jID ID ID , j messages 1 2, , , jm m m and a sequential 

aggregate signature σ . 
A wins the game if σ  is a valid sequential aggregate 

signature on messages 1 2, , , jm m m  under some distinct 
identities 1 2, , , jID ID ID , and one of these identities is ID. 

IV. ID-BASED SEQUENTIAL AGGREGATE SIGNATURE 
SCHEME 

Using the IB-mRSA signature scheme as an underlying 
scheme, we first manage to construct an ID-based 
sequential aggregate signature scheme, then we show the 
security analysis of this scheme. For the convenience of 
description, we first introduce some notations used in our 
scheme. Suppose that ( ,  )e d  is a public-private key pair 
of RSA, then ( ) modex x nπ =  is a permutation on *

n  and 

1( ) moddx x nπ − = is its inverse, which are derived uniquely 
from e and d. In the following, we use 1( , )π π −  to denote 
( ,  )e d  and use na b+  to denote the operation of 
( )moda b n+ . 

A. Proposed Scheme 
Our ID-based sequential aggregate signature scheme is 

described as follows: 
Setup: It is the same as that in the underlying IB-

mRSA signature scheme.  
Extract: Given an identity iID  of user iU , PKG 

computes 10 || ( ) ||1s
i ie H ID=  and 1 mod ( )i id e nϕ−= , where 

1s k l= − − . Then it chooses a number *u
i R nd ∈ Z  and 

computes ( )mod ( )s u
i i id d d nϕ= − . u

id is sent to iU and 
( , )s

i id ID  is sent to SEM. 
Aggregate Signing: Without lose of generality, suppose 

that j signers 1 2, , , jU U U  orderly generate an ID-based 
sequential aggregate signature on j messages 1 2, , , jm m m . 
Signer 1U  first signs message 1m . He interacts with SEM 
to do the following work: 

— 1U computes 1 2 1 1( , )h H ID m=  and sends it to  SEM. 
— SEM first checks that 1U ’s identity 1ID  has not 

been revoked. If so, it computes a partial signature 
1

1 1 mod
sdsSig h n=  and sends it back to 1U . 

— 1U  computes 1
1 1 mod

uduSig h n= . After doing this, he 
then checks whether 1

1 1 1( ) modes uh Sig Sig n= ⋅  holds. If so, 
the signature on message 1m  under 1ID  is set to be 

1 1 1( )mods uSig Sig nσ = ⋅ and is sent to the second user 2U . 
Using the above π  notation, 1σ  can be written as 

1
1 1 1( )hσ π −= . 
Having received 1σ , 2U  first verifies that 1σ  is a valid 

signature on 1m  under 1ID  using the verification 
algorithm Verify of IB-RSA. Suppose that 1σ  is valid, he 
then computes 2 2 1 2 1 2( || , || )h H ID ID m m= and 2 2 1nh h σ′ = + . 
After a procedure of interacting with SEM, 2U  can obtain 
a signature 1 1 1

2 2 2 2 2 1 1( ) ( ( ))nh h hσ π π π− − −′= = + , . For the 
j-th signer jU , having received 1jσ − ,  he first verifies its 
validity using the algorithm Aggregate Verify . If so, jU  
computes 2 1 2 1 2( || || || , || || || )j j jh H ID ID ID m m m= and 

1j j n jh h σ −′ = + . With the help of SEM, jU  can obtain his 
signature 

1 1 1 1 1 1
1 1 2 2 2 1 1( ) ( ( ( ( ( )))))j j j j j n j j n j nh h h h hσ π π π π π π− − − − − −
− − −′= = + + +

where 2 1 2 1 2( || || || , || || || )i i ih H ID ID ID m m m= for 
1,2, ,i j= . The ID-based sequential aggregate signature 

on messages 1 2, , , jm m m  under 1 2, , , jID ID ID  is set to 
be jσ σ= . 

Aggregate Verify: Given the ID-based sequential 
aggregate signature σ  on messages 1 2, , , jm m m  under 
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1 2, , , jID ID ID , the verifier sets -1 ( ) (- )i i i n ihσ π σ= +  for 
, 1, ,2,1i j j= − , he accepts the sequential aggregate 

signature if 0 0σ = , where 0 is the zero element of nZ . 

B. Security Analysis 
Using the security model of ID-based sequential 

aggregate signature scheme given in Section III, we 
analyze the security of our scheme. 

Theorem 2. The proposed scheme is secure against 
existential forgery under an adaptive sequential aggregate 
chosen ID attack in the random oracle. 

Proof. Suppose that there is a forger F that breaks the 
security of our ID-based sequential aggregate signature 
scheme, we will construct an algorithm F ′  to forge the 
based IB-mRSA signature scheme by using F . 

F ′ simulates the challenger and interacts with F  as 
the following. 

Setup: F ′  randomly chooses an identity ID as a chosen 
ID and sends it to F . 

ID Queries: F  requests the private-public key pairs 
corresponding to some identities IDs except the chosen 
ID. F′  makes queries on these IDs to its own oracle and 
gives the corresponding keys to F . 

Hash Queries: F  requests a hash on some identities 
1 2,  ,  ,  jID ID ID  and some messages 1 2,  ,  ,  jm m m . F′  

makes the same query to its own hash oracle and gives 
the value back to F . 

Aggregate Signature Queries: Proceeding adaptively, 
F  requests an ID-based sequential aggregate signature 
under the chosen ID on some messages of his choice. For 
each query, F  supplies a sequential aggregate signature 
σ ′ on messages 1 2 1,  ,  ,  jm m m −  under distinct identities 

1 2 1,  ,  ,  jID ID ID −  and an additional message jm  to be 
signed under ID. F′ first makes a hash query on 

2 1 2 1 1 2 1( || || || || ,  || || || || )i j j jh H ID ID ID ID m m m m− −= and 
obtains the response h , then F′  makes a signature query 
on nh σ ′+  and gives the response back to F . 

Outputs: Eventually F halts, outputting some messages 
1 2,  ,  ,  jm m m , some identities 1 2,  ,  ,  jID ID ID , and the 

corresponding sequential aggregate signature forgery σ . 
The forgery must be nontrivial: The challenge ID must be 
in 1 2,  ,  ,  jID ID ID , at some location (1 )i i j≤ ≤ , and 
F must not have asked for a sequential aggregate 
signature on 1 2, , , im m m under 1 2, , , iID ID ID . If F fails 
to output a valid and nontrivial forgery, F′ reports failure 
and terminates. Otherwise, F′  does the following work: 

Case 1. The chosen ID  is at the end of some identities 
1 2,  ,  ,  jID ID ID . That is, jID ID= . F′ requests the hash 

values of 2 1 2 1 2( || || || , || || || )i iH ID ID ID m m m  and gets 
the response ih  for 1,  2,  ,  i j= . Then F′ manages to 
get some signatures from his signing oracle. After having 
obtained the signature 1σ  of 1m under 1ID . F′  computes 

2 2 1nh h σ′ = + and gets a signature 2σ on 2h′  under 2ID  
from the signature query. The rest may be deduced by an 
analogy. After having obtain the signature 2jσ − on 2jh −′  

under 2jID − , F′ computes 1 1 2j j n jh h σ− − −′ = + . The signature 

1jσ − on 1jh −′  under 1jID − can also be obtained from the 
signature query. We note that the sequential aggregate 
forgery σ  is in fact an IB-mRSA signature of 

1j j n jh h σ −′ = + under jID , then F′  get a forgery by using 
F . 

Case 2. The chosen ID  is in the middle of some 
identities 1 2,  ,  ,  jID ID ID . That is to say, there exists an 

lID , where 1 l j≤ < , such that lID ID= . F′  requests the 
hash values of 2 1 2 1 2( || || || , || || || )i iH ID ID ID m m m and 
gets the response ih  for 1,  2,  ,  i l l j= + + . Then F′  sets 

jσ σ= and -1 i= ( ) ( )i i n ihσ π σ + −  for ,  1,  ,  1i j j l= − + . At 
last, F′  obtains  

1 1 1 2 2 1 1(( ) (( ) (( ) ( ))))l l n l l n j j n j jh h h sσ π π π π+ + + + − −= − + − + − +  
We note that 1σ is in fact a sequential aggregate signature 
on messages 1 2,  ,  ,  lm m m  under 1 2 1,  ,  ,  ,  lID ID ID ID− . 

Therefore, Case 2 can be easily derived into Case 1. 
If there exists an efficient algorithm F  to forger our 

ID-based sequential aggregate signature scheme, then we 
can construct an algorithm F′ , with the same advantage, 
to forge the underlying IB-mRSA signature scheme. 
However, Theorem 1 has shown that the IB-mRSA 
signature scheme is existentially unforgeable. Therefore, 
Our ID-based sequential aggregate signature scheme is 
secure against existential forgery. 

V. COMPARISON 

Compared with previous ID-based aggregate  signature 
schemes, our scheme has some advantages described as 
follows. 
(1) Our scheme is based on IB-mRSA. It is compatible 

with classical RSA. However, all the previous ID-
based aggregate signature schemes are constructed 
from bilinear pairings. We note that the pairing 
computation is the most time-consuming in pairing-
based cryptosystems. Although there have been many 
works discussing the complexity of pairings and how 
to speed up the pairing computation, the computation 
of the pairing still remains time-consuming. 

(2) A “good” aggregate signature scheme should satisfy 
the following properties: 
—Flexibility: This property requires that, any user can add 

his individual signature into the aggregate signature at any time 
and without the cooperation of the signers. 

—Compactness: Compactness requires that, a series of  
individual signatures by distinct signers on distinct 
messages should be compressed into a single, compact 
aggregate signature.  

— Deletion: Deletion requires that, any individual 
signature can be easily removed from the aggregate signature by 
the signer.  

Schemes [15] and [20] don not satisfy the property of 
flexibility since they need cooperation of the signers 
while aggregation. Schemes [16-19] don not satisfy 
compactness property since the aggregate signature 
length grows linearly with the number of signers. Our 
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scheme satisfies the above two properties. All the pairing-
based aggregate signature schemes satisfy the deletion 
property. Unfortunately, our scheme do not satisfies this 
property since it is sequential, The signers can only 
inversely remove their individual signatures from the 
aggregate signature.  

An efficiency comparison of our scheme with the 
existing ones is given in Table I, where √ denotes 
“satisfy” and × denotes “do not satisfy” and “FP”, “CP”, 
“DP” and “SL” are abbreviations of “Flexibility 
Property”, “Compactness Property” , “Deletion Property” 
and “Signature Length”. 

TABLE I.  FUNCTIONALITY COMPARISON OF THE SCHEMES  

Scheme FP CP DP SL 
Scheme[15] ×    √ √ (1)O  
Scheme[17] √    × √ ( )O n  
Scheme[18] √    × √ ( )O n  
Scheme[19] √    × √ ( )O n  
Scheme[20] ×    √ √ (1)O  
Our Scheme √ √ × (1)O  

VI. CONCLUSIONS 

Based on IB-mRSA signature scheme, we proposed an 
ID-based sequential aggregate signature scheme and give 
its security analysis in the random oracle. The advantage 
of this scheme is that the signature length is the same as 
the single signature, regardless of the number of signers. 
Furthermore, it is compatible with classical RSA. 
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