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Abstract— Due to the cost pressure on the health care system
an increase in the need for electronic healthcare records
(EHR) could be observed in the last decade, because EHRs
promise massive savings by digitizing and centrally providing medical data. As highly sensitive patient information
is exchanged and stored within such systems, legitimate
concerns about the privacy of the stored data occur, as
confidential medical data is a promising goal for attackers.
These concerns and the lack of existing approaches that
provide a sufficient level of security raise the need for a
system that guarantees data privacy and keeps the access to
health data under strict control of the patient. This paper
introduces the new architecture PIPE (Pseudonymization of
Information for Privacy in e-Health) that integrates primary
and secondary usage of health data. It provides an innovative
concept for data sharing, authorization and data recovery
that allows to restore the access to the health care records
if the patients’ security token is lost or stolen. The concept
can be used as basis for national EHR initiatives or as an
extension to EHR applications.
Index Terms— privacy, security, e-health, pseudonymization,
electronic health record, authorization

I. I NTRODUCTION
The availability of sound information is essential for
health care providers’ decisions regarding the patients’
care and thus for the quality of treatment and patients’
health [1]. Therefore, the idea of nation-wide electronic
health records (EHR) has been introduced within the past
several years as a method for improving communication and collaboration between health care providers. As
life-long medical information about patients is available
within such systems, the EHR would also help reducing
the alarming number of more than 200.000 cases of death
a year in the US [2], caused by adverse drug events
(ADE). Additionally, the costs for ADE, which count up
to $175 billion a year in the U.S. [3], could be lowered
because the health care teams [4] are provided with additional information (e.g., guidelines for drug interactions or
sophisticated data produced by decision support systems).
EHRs promise massive savings by digitizing medical data
like diagnostic tests and images [4]. The non-profit research organization Rand Corporation conducted a study
on adopting EHRs in the U.S. under the assumption that
90% of the health care providers used them and concluded
that using EHRs could result in more than $81 billion
saving per anno [2]. Although a centralized storage could
decrease the operational costs of the medical care system,
patients are concerned about their privacy. For example,
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a history containing substance abuse or HIV infection
might result in discrimination or harassment. Different
stakeholders like insurance companies or research groups
demand the disclosure of anamnesis data for billing or
R&D reasons. For instance, insurance companies could
use the sensitive medical data to deny health coverage
or to increase insurance premiums for those affected,
whereas employers might refuse to employ people because of their medical history.
Since 2005, the processing and movement of personal data is regulated within the EU by the Directive
95/46/EC [5]. Furthermore, a citizen’s right of privacy is
recognized in the Article 8 of the European Convention
for the Protection of Human Rights and Fundamental
Freedoms [6]. Additionally, many domestic acts (e.g., the
Austrian Data Protection Act) dictate strict regulations
on the processing of personal data. In 2006, the United
States Department of Health & Human Services issued
the Health Insurance Portability and Accountability Act
(HIPAA) [7], which demands the protection of any patient
data that is shared from its original source of collection.
As medical data tends to be very large (e.g., the image
size of a x-ray is 6 MB, for a mammogram 24 MB
or for a computer tomography scan counts up to hundreds of MB [8], [9]) and encryption is a highly timeconsuming operation, encrypting all data would not be
feasible. Using pseudonymization as a privacy-enhancing
technology (PET) seems to be a promising approach in
order to guarantee patients’ privacy, because it allows the
association between a certain patient and her datasets only
under specified and controlled circumstances. However,
although national laws demand the protection of health
data stating privacy as a fundamental right of every
citizen, existing approaches for pseudonymization (cf.
[10]–[15]) have several drawbacks that pose major threats
to the privacy and confidentiality of stored patient data,
such as centralized lists containing patient-pseudonymrelations, or their dependence on the concealment of the
applied algorithms.
In this paper we give an overview of PIPE
(Pseudonymization of Information for Privacy in eHealth), a new system for the pseudonymization of health
data that differs from existing approaches in its ability to
securely integrate primary and secondary usage of health
data (cf. [11], [15], [16] for a description of primary and
secondary use) and thus provides a solution to security
shortcomings of existing approaches. The focus of this
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paper lies on introducing a new concept for data sharing,
authorization and data recovery. Latter allows to recover
the access to the health care records if the security tokens
carrying the keys (e.g., a smart card) are lost or stolen. In
contrast to existing approaches, our concept does not depend on a patient list that reflects the association between
the patient’s identity and medical data or a breakable
algorithm. Instead, we base PIPE on a layered structure
that guarantees that the patients are in full control of their
data. The concept can be used as an extension to EHR
applications but also as basis for national EHR initiatives.
II. R ELATED W ORK
Pseudonymization is a technique where identification
data is transformed into a specifier and then subsequently
replaced by it. The specifier can only be associated
with the identification data by means of a certain secret
(cf. [17]–[19]). Privacy concerns the collection, storage,
use, and disclosure of personal information [20]. As it is
necessary to avoid storing any personal information with
the pseudonymized dataset to assure patients’ privacy,
a pseudonymized database has to contain at least two
tables, one where all the personal information is hold
persistent, and another one which keeps the pseudonyms
and the pseudonymized data. The process of identifying
and separating personal from related data is called depersonalization [21]. After depersonalization and subsequent
pseudonymization, a direct association between certain
persons and their data cannot be established. Algorithms
for calculating the pseudonym may be based on encrypting or hashing techniques [22]. The latter demands to
store a list where all pseudonyms are kept in order to
assure reversibility (cf. [11], [15], [23], [24]), but relying
on the use of a list is not secure, as an attacker, who
gains access to this list, could establish an unauthorized
relation between the identification data and the medical
data of a specific patient. Encryption provides a more
secure alternative for building pseudonyms. For using
encryption with a symmetric algorithm (e.g., AES [25]) a
secret key, for the asymmetric alternative a key-pair (e.g.,
RSA [26], ECC [27]), is needed.
As demanded by Kerckhoffs’ principle [28] only the
keys have to be kept secret, whereas the applied algorithms are accessible. Hence, a major requirement for a
secure system is that keys have to be shared with as few
people as possible, preferable with nobody. Nowadays, it
is a common practice to store keys on smart cards [29],
[30]. They are equipped with a small logic chip in order
to conduct cryptographic operations without the need to
process data on open systems like a standard client (e.g.,
a personal computer). This technique in combination with
a certified card reader assures confidentiality and integrity
(cf. [31] for a security taxonomy) of sensitive data during
encryption and decryption. In other words, after authenticating against the smart card by entering a PIN, data is
transfered to the card reader and afterwards processed on
the card’s cryptochip. If the PIN is only accessible to the
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cardholder, this technique can be considered secure [29],
[30].
However, as smart cards may be lost, stolen, destroyed
or compromised, it is a system’s requirement to provide
a fall-back mechanisms that allows recovering the key
in order to re-establish access to the data which has
been encrypted with the smart card. One approach is to
keep all keys centralized within the system in a backup
keystore which needs to be secured itself. Role-based
access control (RBAC) models could be used for handling
the authorization and authentication tasks of the backup
keystore, but as role-based access control models can
be by-passed or compromised [32], [33], a high level
of security can only be established by encrypting the
keystore itself (cf. [18], [34]–[36]). Nevertheless, persons
with administrative roles have to be granted access to
the backup keystore for maintenance purposes [10], [18],
[34]–[36]. Therefore, this technique does not provide
enough security for sensitive health data, because attacks
could be performed by people working inside the system,
e.g., by social engineering attacks [37]. In order to mitigate this vulnerability, threshold schemes (cf. [38]) can
be used to share keys between multiple administrators.
Another shortcoming of existing systems is the patients’ dependence on a single pseudonym. If a patient
only holds one pseudonym, an attacker who gains access
to the database could use data mining [39] for identifying relations between medical data and the patient. For
example, only a certain group of patients might have
had a knee surgery in a specific time slot. At the same
time, only a few people of this group had been treated
at a certain hospital and only one of them has seen her
dentist a couple of days around the surgery. This example
illustrates that the identity of persons can be discovered
by combining single occurrences of their anamnesis to
conclude a patients’ medical history. Therefore, the usage
of pseudonymization can only be considered secure if
enough disjointed pseudonyms exist. Several approaches
for securing EHR architectures have been proposed. The
system published by Thielscher et al. (cf. [10]) is based
on decentralized keys stored on smart cards. Their approach consists of two databases, one for the patient’s
identification and one for the anamnesis data. The relation
between certain patients and their datasets can only be
established by applying the secret key located on the
smart card. The system allows to authorize health care
providers (HCP) to access specific anamnesis datasets.
The major shortcoming of this system is the dependence
on a centralized patients-pseudonyms list. This list provides a fall-back mechanism for recovering the relation
between patients and their datasets, if patients lose their
smart cards. Thielscher et al. circumvent this security flaw
by operating the patients-pseudonyms list off-line. This
organizational work-around promises a higher level of
security until a social-engineering attack is conducted on
a system’s insider [37], [40] or an attacker gets physical
access to the computer which holds this list. Pommerening
et al. contributed two different approaches (cf. [11], [15]),
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which are both similar to the system of Thielscher et
al. Their architecture, which is only applicable for the
secondary use of medical data in research centers, is a
combination of a hashing and an encryption technique.
The encryption itself is based on a centralized secret key,
which opens a vulnerability, because if an attacker knows
this single key, she might gain access to all patients’
related medical data. The approach of Peterson [13] is
also based on a centralized table, which is used for
reidentification purposes. This table is — from a security
point of view — comparable to the approaches of Pommerening or Thielscher, and therefore this architecture
relies on the same weak point, because a centralized list
is attackable from in- or outside the system. In other
words, it is a promising goal for any attacker. In 2001,
another architecture was proposed by Schmidt et al. [41].
The underlying security of this system is mainly based
on encryption. Consequently, the data is completely or
partially encrypted, which is often too time-consuming to
be applied for storing medical images.
Based on the mentioned security techniques presented
in this chapter, we define the following demands for a
system that allows the secure pseudonymization of health
care records:
1) Use depersonalization to divide all patient related
information into two different tables or databases
[21], one for the personal data and the second one
for the anamnesis.
2) Replace the foreign key in the anamnesis database,
which is related to specific persons, with a
pseudonym [19], [22] to assure the patient’s privacy.
3) To avoid data mining, every dataset combination of
patient, HCP and anamnesis should be defined with
a unique pseudonym [18]. For the same reason it is
important to hide any relation between interacting
persons.
4) Secure the keys used to form pseudonyms and not
the algorithm as demanded by Kerckhoff’s principle
[28].
5) Apply a threshold scheme to share secrets like keys
[38]. Moreover, conceal the association between the
patients and their responsible administrators. This
demand assures that no single person is able to
unveil a certain person’s identity.
6) Following the previous requirement, the number
of administrators, which are assigned to hold a
certain person’s backup key and the number of
administrators, which are necessary to act together
to unveil the secret, should be balanced (cf. [38]).
7) Role-based access control models should only be
used if the access rights for a certain pseudonym
can not be controlled by sharing encrypted secrets
(e.g., keys or hidden relations).
8) Provide the patients with the possibility to decide
which datasets they want to share by forming an
unique pseudonym for the patient herself as well
as for any patient-health care provider-anamnesis
combination. In addition, hand over all rights to
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authorize or revoke persons, as far as possible as
well as according to the legal situation [5]–[7], [42],
to assure that the patient is in full control of her
data.
The following section introduces a system overview
of our prototype based on the demands stated in the
enumeration above.
III. S YSTEM OVERVIEW
The goal of our architecture PIPE [18], [34] is to gain
the optimal trade-off between security on the one hand
and usability and performance on the other hand. We
outline the roles and components of PIPE and continue
with a presentation of the design principles and applied
security methods.
A. Architecture

Figure 1. PIPE Architecture [18], [34]

Our architecture (cf. Figure 1) consists of the following
users U and components:
• A central system (e.g., server, etc.) which provides
access to a central storage (St) which itself is divided
(e.g., logical, physical) into two separate storage
systems (e.g., databases, etc.), where one is related
to identification data and the other one is related to
data, which should be pseudonymized as well as the
associated pseudonym,
• a central logic (L) that provides an interface between
the central storage and the clients for the purpose of
saving and loading the data,
• the patients (A) who have full access to their data
on the central system via the central logic by using a
security token (e.g., smart card with a PIN, biometric
authentication, etc.),
• the relatives (B) who might get the same rights as the
patient by default, if not supervised by a role-based
access control model,
• the health care providers (C) who share one or
several entries in the pseudonymized database with
the patients,
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Figure 2. PIPE security hull architecture [18], [34]–[36]

the research labs (R) that have solely access to
the anamnesis data on the server system via the
central logic for the purpose of analysis needed for
improving the efficiency of clinical trails, the medical
treatment, or medication and
• the operator(-team) (O) which can hold secrets on
behalf of the users. This role assures that if a patient
loses or destroys her smart card, the access to the
system can be restored by a team of operators.
In practice the logic L, and the storage St, which might
be outsourced to a data processing center, have to form
a trusted instance, because smart card management is
handled there.
•

B. Security Model
Table 1 gives an overview of the keys and abbreviations
used to describe our system. Note, that all private keys
(where K stands for key) are identified as K −1 (e.g.,
b −1 ). As
the patient’s inner private key will be named K
A
shown in figure 2, PIPE is based on a hull-architecture
[18], [34]–[36]. Every hull consists of one or more secrets
(e.g., encrypted keys or hidden relations) which are only
accessible with the unveiled secrets from the next outer
b −1 in
hull. For instance the patient’s inner private key K
A
the inner hull — or user permissions layer of the patient A
— is encrypted with the outer public key KA on her smart
card, which represents the outer hull or authentication
layer. A specific anamnesis dataset ϕi , which is associated
with a list of j pseudonyms ψij , can only be accessed
with the knowledge of the related secret, which has been
encrypted with the inner symmetric key K A . As the
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inner symmetric key has been preliminary encrypted with
the inner public key, this encryption operation has to
be reversed to gain access to this key in plain-text. In
other words, if a patient wants to access her data, she
b −1 . Latter is stored
has to decrypt her inner private key K
A
encrypted inside the system with the outer public key KA
of her smart card. Afterwards, she is able to decrypt the
inner symmetric key K A with her inner private key and
can use the inner symmetric key, which is now available
for her in plain-text, to access the encrypted secrets in the
most inner hull – the concealed data hull – by decrypting
them. Consequently, to get access to the data, every user
has to ’peel the hulls’. We provide a formal example of
a patient’s enveloped secret in equation (1). If a key has
been applied as subscripted character, the message has
been encrypted with this key.
)
(
n
o 
(1)
{ψi0 7→ ϕi }K A
bA KA
K
In our system, secrets can be shared between users for
authorization purposes. First of all, a patient may provide
b −1 , which will then
a relative with her inner private key K
A
be encrypted with the relative’s inner symmetric key K B .
By doing this, the relative gets access to all data of the
patient, until the inner private key is changed. Moreover,
a health care provider can be authorized to access a subset
of anamnesis datasets by sharing secrets, in our approach
pseudonyms, of the concealed hull. A special case of a
pseudonym, a so-called root pseudonym ψi0 exists for
every dataset. This root pseudonym is only related with
the patient and the anamnesis and no other user than the
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TABLE I.
D EFINITION OF S YSTEM ATTRIBUTES
abbreviation
unique identifier
(outer public key, private key)
(inner public key, private key)
inner symmetric key
key share
medical data / anamnesis
pseudonym

Patient
A
Aid
−1
(KA , KA
)
bA , K
bA−1 )
(K
KA
σι (K)
ϕi
ψij

patient herself is able to delete this pseudonym. All other
pseudonyms may be removed from the storage without
authorized users’ permission. For example, if two health
care providers are related to see a specific anamnesis,
three pseudonyms (ψi0 , ψi1 , ψi2 ) exist. Both pseudonyms
(ψi1 , ψi2 ), which are shared between a patient and a health
care provider, may be deleted without the particular health
care provider’s notification. The patient is the only person
who can delete all pseudonyms. This assures that the
patients are in full control of their data, and authorizing
as well as revoking of all users is possible at any times
(e.g., as defined by European Law). In case other legal
acts demand that the health care provider should be the
owner of the patient’s data, the HCP could hold the root
pseudonym on behalf of the patient. Moreover, a rule
could be added to our role-based access control model,
which verifies, if a patient should be able to revoke rights
of certain persons or institutions for a specific anamnesis.
IV. E STABLISHING A S ECURE BACKUP K EYSTORE
As already mentioned, there is the need to assure that
users still have access to their data if they lose their smart
cards. In our system we provide a fall-back mechanism
by sharing the user’s inner private key, which grants
access to the inner symmetric key and subsequently to
the pseudonyms. For instance, a relative could hold an
encrypted version of the user’s inner private key for
backup reasons and — if not controlled by a role-based
access control model — would have the same rights as
the patient. Users might not want to provide all their data
to a certain relative. As a consequence, a backup of the
necessary keys must be stored inside the system (e.g., for
recovering keys and issuing new smart cards). As these
keys have to be divided between more persons, we applied
Shamir’s threshold scheme [38] to divide the user’s inner
b −1 into n shares σι (K
b −1 ). At least k of
private key K
A
A
these n shares are necessary to reconstruct the whole key.
The n shares are randomly distributed amongst a set of
operators, which we define as assigned operators. Any
assigned operator may only hold a maximum of one share
of a certain user’s key. As a result, k necessary operators
for every user exist, which have to act together to unveil
the patient’s key. We named the set of assigned operators
On ⊂ O and the subset of necessary operators Ok ⊆ On .
The delta between the number of assigned operators and
necessary operators may be seen as backup operators, in
case an operator is not available.
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Relative
B
Bid
−1
(KB , KB
)
bB , K
bB−1 )
(K
KB

HCP
C
Cid
−1
(KC , KC
)
bC , K
bC−1 )
(K
KC

Operator
O
Oid
−1
(KO , KO
)
−1
bO , K
bO
(K
)
KO

Logic
L

KL

Following Shamir [38], it is not possible to compute the
key by combining k − 1 shares, but if an attacker is able
to bribe b ≥ k operators, she may succeed in unveiling a
certain user’s identity. Equation (2) states the probability
of guessing at least the necessary operators for a specific
user under the condition that the operators do not know
for whom they are holding shares.

P (k ≤ X ≤ n) =

n
X
ι=k

n
ι



|O|−n
b−ι

|O|
b


(2)

This equation leads to the following conclusions: The
larger the group of operators, the lower the probability
that an attacker could bribe the assigned ones to expose
a certain patient’s identity. The lower the minimum of
operators necessary to unveil the secret compared to the
number of operators assigned to a certain patient, the
higher the probability for a misuse of the system. If the
operators do not know for which person they share secrets,
an attacker has to compromise all operators minus the
number of backup operators in the worst case. To conceal
the relation between an operator and a certain patient, the
b −1 ) first of all with its
system encrypts the shares σι (K
A
logic key KL and afterwards with the inner public keys
b O of the operators. Hence, only if an operator knows
K
KL it is possible for her to unveil the relation, but she
needs more operators to rebuild the shared secret. Thus,
the possibility for arrangements between the operators is
lowered. Following these constraints, we firstly present
the formal workflow for recovering a lost key and secondly we discuss the security of different examples of n
assigned and k necessary operators combinations.

A. Recovering a Lost Key
For information exchange between two or more actors,
we use the notation of ith workf low step : Sender →
Receiver → . . . → Receiver:{M essage}. For example,
the third message in a workflow between the patient and
the logic, encapsulating the encrypted patient’s identifier
encrypted with the patient’s
inner
n
o symmetric key would
look like 3: A → L: {Aid }K A .
A pre-condition for conducting a workflow in our prototype is the step 1, the authentication of all participating
users U against the system.
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fauthenticate (Uid ) :=

o
( n
b −1
K
U

KU

errorcode

Uid ∈ St
Uid ∈
/ St

(3)

1: U → L:{U
→ St:{fauthenticate (Uid ) =?},
nid }, L
o 
−1
b
St → L → U : KU
KU

The user U authenticates against her smart card by
entering her PIN. If the PIN matches, the certificate of the
client software is used to sign the user’s identifier Uid .
This signed identifier is transmitted to the logic which
verifies this signature. If the certificate and the signature
are valid, the logic queries the storage for the encrypted
b −1 of the specific user and forwards
inner private key K
U
it to the user. She decrypts her inner private key with her
outer private key KU−1 . Therefore, even if the keystore in
the client application has been successfully compromised,
an attacker who steals the encrypted inner private key is
not able to use it to gain access to the pseudonymized
datasets until she does not have access to the outer private
key, too.
Necessary operations: mutual authentication, one SQL
select statement, decrypt inner private key
In order to rebuild a lost smart card with access to the
patient’s inner private key, the patient identifies against
an operator. This operator does not hold a part of this
patient’s inner private key. In fact, she just initiates the
recovering process by sending a message to the logic.
Necessary operations: proof patient’s identity

2: L → O: {Aid }KL ∀ O
The central logic broadcasts a message to all operators
O with an encrypted version of the patient’s identifier Aid
because the logic key KL has been used to envelope the
identifier first.
Necessary operations: encrypt patient’s identifier
o
n
∀O
3: O → L → St: {Aid }KL K
O
Upon receipt, all operators query their backup keystore
via the central logic by encrypting these received ciphertexts with the particular operator’s inner symmetric key
K O . With this message the logic is able to find out which
operator possesses a patient’s key share.
Necessary operations: encrypt shares by |O| operators
(
)
n
o 
−1
b )
4: St → L → O:
σι (K
∀ On
A

KL

KO

After querying the double encrypted ciphertexts against
the storage, the logic receives the associated double
encrypted key shares and forwards them to the assigned
operators.
Necessary operations: |On | SQL select statements
n
o 
−1
b
5: O → L: σι (KA )
∀ On
KL

The next step is that all assigned operators decrypt their
particular shared secrets with their inner symmetric key
© 2008 ACADEMY PUBLISHER

K O and transmit them to the logic. The logic is now able
to decrypt these shares with its key KL and consequently
to combine the parts. As soon as the logic receives the
shares from a minimum number of k necessary operators,
the patient’s inner private key can be re-calculated with
appliance of Shamir’s threshold scheme [38].
Necessary operations: decrypt a maximum of |On |
key shares, apply threshold scheme

n
o
b −1
6: L → St: K
A

KA0

Afterwards, the logic retrieves a new outer key pair
−1
(KA0 , KA
0 ) from the storage which will replace the outer
−1
keys (KA , KA
) of the lost smart card. The logic uses
the new outer public key to encrypt the patient’s inner
private key. The logic saves this ciphertext in the storage
and initates the smart card production. To avoid replayattacks the storage moreover deletes the operator shares
and their relations to the patient.
Necessary operations: generate new asymmetric key
pair, encrypt patient’s inner private key, |On | SQL delete
statements
(
)
n
o 
b −1 ), Aid
σι ( K
7: L → O:
∀ On
A
KL K
bO
Subsequently, the logic randomly chooses On assigned
operators and uses the threshold scheme to divide the
patient’s inner private key into n shares. Once more, all
shares will be double-enveloped. Firstly, the logic applies
its key KL and secondly, encrypts the gained ciphertexts
b O of the selected
with the certain inner public keys K
operators. These encrypted secret shares will then be
transmitted to the operators. Moreover, the logic applies
the same encryption procedures to the patient’s ID Aid
and transfers this ciphertext to the operators, too.
Necessary operations: apply threshold scheme, encrypt
shares and patient’s identifier twice for On operators
)
(
n
o 
b −1 ), Aid
∀ On
8: O → L → St:
σι (K
A

KL

KO

Upon receipt, the assigned operators decrypt their particular shares and the patient’s identifier with their inner
b −1 . Then they encrypt both attributes again
private keys K
O
with their inner symmetric keys K O and return these
ciphertexts to the logic which saves them in the storage.
Necessary operations: decrypt and encrypt the key
shares and the patient’s identifier for On operators; |On |
SQL insert statements to store the ciphertexts in the
database

B. Security Investigations on the Backup Keystore
The trade-off between the probability that an attacker is
able to bribe enough operators to compromise the privacy
of a specific patient and the difference between the assigned and necessary operators, representing the fall-back
mechanism, is a vital information for granting security,
subsequently confidentiality and availability obligations
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Figure 3. Different combinations of assigned and necessary operators for a sample of ≤ 20 bribed operators

(cf. [31] for a security taxonomy). We define a successful
attack by bribing b ≥ k operators of all assigned operators
for a certain patient in a system under the constraint
that the operators are randomly assigned to the patients,
and the operators do not know for which patients they
hold shares. In other words an attacker does not gain
more knowledge about the relation between operators and
patients by successfully bribing one except the certain
operator’s share of the secret.
Shamir stated, that a minimum of n = 2k − 1 users,
in our case operators, required to unveil a certain secret,
makes a ”very robust key management scheme” [38]. We
therefore define all four operator combinations with this
constraint. From an economical point of view, the combination of 2 necessary and 3 assigned operators results
in the minimal costs for applying the threshold scheme
with the minimum fall-back of one backup operator. Note,
that the higher we set the number of necessary operators,
the lower the quantity of users they are able to serve,
because it consumes working time to handle recovering
key requests. Following Shamir, a security model with
3 necessary and 5 assigned as well as 4 necessary
and 7 assigned operators are the next larger possible
variations. Moreover, we state a system with higher costs
but significant fall-out rate of 6 operators, consisting of
4 necessary and 10 assigned operators, which would
also raise the processing time of recovering key requests.
Consequently, if we want to compare the results of all
combinations we have to start the investigation with a
minimum of 4 bribed operators.
Figure 3, based on the results of table II presents the
behavior of a system with 100 operators and the four
defined settings of assigned and necessary operators for
the range of ≤ 20 bribed operators. We see, that the
probability for bribing 4 operators and a combination
of k = 2, n = 3 tends towards a value of 0.004, in
other words 0.4 percent, whereas the percentages of all
© 2008 ACADEMY PUBLISHER

TABLE II.
D IFFERENT COMBINATIONS OF ASSIGNED AND NECESSARY
OPERATORS FOR A SAMPLE OF ≤ 20 BRIBED OPERATORS
b=4
b=5
b=6
b=7
b=8
b=9
b=10
b=11
b=12
b=13
b=14
b=15
b=16
b=17
b=18
b=19
b=20

k=2, n=3
0,0036
0,0059
0,0088
0,0123
0,0163
0,0208
0,0258
0,0313
0,0373
0,0437
0,0506
0,0580
0,0658
0,0740
0,0826
0,0917
0,1011

k=3, n=5
0,0002
0,0006
0,0012
0,0020
0,0032
0,0047
0,0066
0,0090
0,0118
0,0151
0,0188
0,0232
0,0280
0,0334
0,0394
0,0460
0,0532

k=4, n=7
< 0,0001
< 0,0001
0,0001
0,0003
0,0006
0,0010
0,0016
0,0025
0,0036
0,0050
0,0069
0,0091
0,0118
0,0150
0,0188
0,0232
0,0281

k=4, n=10
0,0001
0,0003
0,0007
0,0016
0,0030
0,0052
0,0082
0,0123
0,0174
0,0238
0,0316
0,0408
0,0515
0,0637
0,0775
0,0928
0,1096

other constellations are still nearly zero. If an attacker
is able to bribe b = 10 operators, the probability of
compromising the privacy of a certain user in a system
with k = 2, n = 3 operators is somewhat 2.6 percent,
for k = 3, n = 5 as well as k = 4, n = 10 slightly
more than 0.5 percent. The combination of 4 necessary
and 7 operators still tends towards zero. If in average
20 out of 100 operators are acting corruptly, it is the
first time the approach representing the largest number
of backup operators (k = 4, n = 10) gains the lowest
security. Again, there is a significant difference between
the previously mentioned approaches, which reach up to
somewhat 10 percent, compared to 5 percent for k =
3, n = 5 and slightly less than 3 percent for k = 4, n = 7.
The best security level for a maximum of 20 percent
of bribable operators can be achieved with 4 necessary
and 7 assigned operators (less than 3 percent). In the
following we provide a comparison of different numbers
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Figure 4. The combination of 4 necessary and 7 assigned operators compared for varying numbers of operators

of total operators for the combination of 4 necessary and
7 assigned operators.

TABLE III.
T HE COMBINATION OF 4 NECESSARY AND 7 ASSIGNED OPERATORS
COMPARED FOR VARYING NUMBERS OF OPERATORS IN THE SYSTEM

b=10
b=20
b=30
b=40
b=50
b=60
b=70
b=80
b=90
b=100

|O| = 100
0,0016
0,0281
0,1179
0,2837
0,5000
0,7163
0,8821
0,9719
0,9984
1,0000

200
0,0001
0,0021
0,0106
0,0307
0,0670
0,1221
0,1960
0,2868
0,3901
0,5000

300
0,0001
0,0004
0,0023
0,0071
0,0164
0,0316
0,0540
0,0845
0,1234
0,1707

400
< 0,0001
0,0001
0,0008
0,0024
0,0057
0,0113
0,0199
0,0320
0,0482
0,0688

500
< 0,0001
0,0001
0,0003
0,0010
0,0025
0,0050
0,0089
0,0146
0,0223
0,0323

Figure 4, which is based on the results of table III,
shows, that the probability of bribing 20 operators, is
converging to zero for all constellations equal or greater
200 operators. If 50 operators are acting corruptly, the
probabilities for systems with 300, 400 and 500 operators
are about 1 percent, whereas for a total of 200 operators it
is slightly less than 7 percent. Regarding a number of 100
bribed operators, which represents one fifth of a system
with 500 operators, the probability is still significantly
lower than 3.5 percent. This result can be compared to
a system of 100 operators with 20, 200 operators with
40, 300 operators with 60 and 400 operators with 80
bribed operators. Hence, the security of the combination
of 4 necessary and 7 assigned operators is also reliable
for different numbers of operators. We conclude that
the maximum level of security respectively the lowest
probability to bribe enough operators to find out a certain
user’s key can be gained with 7 assigned and 4 necessary
operators.
© 2008 ACADEMY PUBLISHER

V. C ONCLUSIONS
Electronic health records not only promise a significant
reduction of the costs for managing medical information,
they also achieve a higher level of service quality for
patients [2]. As highly sensitive data is stored and handled
in nation-wide medical systems, there is an increasing
demand for assuring the patients’ privacy in order to
avoid misuse. Although national laws and regulations
have been set-up in order to assure patients’ privacy, the
security of existing approaches presented in this article
is often too weak to assure confidentiality of life-long
medical data storage. This especially holds for their
dependence on a centralized patient-pseudonyms list, a
life-long pseudonym or the concealment of an algorithm.
Based on these shortcomings we introduced the secure
architecture PIPE for the combined primary and secondary usage of health-related data. Our system assures
that the patients are in full control of their data with
the maximum of gainable security, achieved by applying
authorization on encryption, in- and outside the system
as well as for all communication. In other words, even if
all communication between the actors is transmitted over
unsecure channels like the Internet, the confidentiality is
granted because all attributes in the database are already
secured by encryption with different keys. For integrity
purposes, we additionally propose the usage of Transport
Layer Security (TLS), signed messages or the creation of
hash-values for database tuples.
As users in our system possess smart cards as security
tokens, we applied a secure fall-back mechanism, in case
a smart card is lost, stolen, compromised or just worn out.
Therefore, we introduced the administrative role operator
who holds a backup of the user keys. We applied Shamir’s
threshold scheme to securely divide the backup keys
between the operators in order to assure inner system’s
security. We gave a recommendation for the distribution
of operators, which are assigned to hold a certain person’s
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secret, and the number of operators, which are necessary
to unveil that secret, regarding different numbers of operators. Although this backup-mechanism assures a very high
level of security, an increasing number of operators would
result in high operational costs, especially if all operators
are human beings. For reducing the costs we propose
a combination of humans equipped with smart cards
as well as hardware security modules (cf. [43]) which
could act on behalf of human operators. Further research
will especially focus on conducting experiments with
our business partners. Beside that, we will introduce a
mechanism for ad-hoc access to a subset of the anamnesis
data, the patient’s emergency data.
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